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Ransomware Readiness Assessment

Could it happen to us?

Not only have we been coping with ‘new ways of working’ but locally in the Pacific region there have been some
notable Ransomware cyber-attacks against local businesses, occurring more than once in a matter of months.
Have you been asked how ready would you be to identify, protect, detect and respond to a Ransomware attack?

Trustwave’s local Consulting and Professional Services team can help you assess your business’s security
posture and resilience in relation to common ransomware attack scenarios. This encompasses not

only susceptibility to an initial compromise but the ability to detect attempted intrusions, respond and recover in a
timely and effective manner.

This readiness assessment devised by Trustwave leverages the NIST Cyber Security Framework (CSF) and the
Australian Cyber Security Centre’s (ACSC) Essential Eight (E8) mitigation strategies and aims to:

e measure the maturity of your controls relevant to a Ransomware attack
e answer frequently asked questions like
o What’s the future of Ransomware
o What are the common Ransomware attack vectors?
o How can | prevent a Ransomware attack?
o | have been compromised by a Ransomware attack, what should | do?

Specifically, in scope would be the following service activities:

Task Rationale Key activities
Assess « How effective are your e Using a self-assessment questionnaire devised
controls for a Ransomware by Trustwave to measure the maturity of controls
Ransomware cyber attack? relevant to a Ransomware attack
Readiness e Has your new way of e Output is a summary report with your key
working impacted your weaknesses, strengths and our
readiness? recommendations
e Are there improvements you
can make to be ready?
Fixed Fee

We are proposing a fixed fee basis for this service across three service levels:



Service Cyber Advisory Service Effort Fee (ex. GST)

Level

Bronze Ransomware Readiness Assessment 3 days $ 5,400

Silver Ransomware Readiness Assessment + Security Colony $ 9,000
subscription

Gold Ransomware Readiness Assessment + Security Colony $ 22,000
Subscription + 12 month DFIR Retainer

Security Colony

Our online collaboration portal Security Colony leverages sourced knowledge from a global community of
organisations to help others. With the philosophy of ‘solve once and share’ this online resource, created in
Australia, provides an extensive document library with real world client tested solutions and templates, a user
forum, vendor risk assessment and breach monitoring alerting services.

Access expert advice and resources to reduce the time and cost of solving security problems.

Full details of the service subscriptions and inclusions are available at www.securitycolony.com.

Digital Forensics and Incident Response Retainer (DFIR)

Trustwave Spiderlabs experts can provide immediate response to an advanced threat breach or work with you to
proactively improve your organisation IR readiness. The benefits of an IR retainer are the ability to

e supplement your team with renowned Trustwave Spirderlabs experts,
e respond quickly and in an organized manner,
e demonstrate due diligence to your board and shareholders.

A DFIR consulting retainer will ensure that Trustwave Spiderlabs experts are on standby as your first responders
to a security breach. With DFIR experts stationed all around the globe, an expert first responder is only a phone
call away, ready to determine the root cause of a breach, minimise its impact and preserve key evidence.

Further details on this service is available at
https://www.trustwave.com/en-s/resources/library/documents/digital-forensics-and-incident-response-consulting/




