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[bookmark: _Toc421796878][bookmark: _Toc522666533][bookmark: _Toc302482947]About this service description
This is the service description for the Optus SMB Managed Service solution.
Your agreement with us for the supply of the service is made up of:
your application (including the service schedule set out in your application);
the Small and Medium Business (SMB) terms;
this service description; and
the appendices.
You may obtain a copy of the latest version of the SMB terms, service description and appendices from us or on our website: http://www.optus.com.au/standardagreements.
The fees and charges that apply to your use of the service are set out in your application.
The meaning of the words printed like this is set out at the end of this service description or in the SMB terms.
To the extent that any provision in this service description is inconsistent with a provision in the SMB Terms, the provision set out in this service description prevails to the extent of the inconsistency.
[bookmark: _Toc104801158][bookmark: _Toc90705611][bookmark: _Toc90780004][bookmark: _Toc90780169][bookmark: _Toc90780652][bookmark: _Toc89248095][bookmark: _Toc89248585][bookmark: _Ref302648915][bookmark: _Toc421796879][bookmark: _Toc522666534][bookmark: _Ref113887855][bookmark: _Toc116269769][bookmark: _Ref302547878][bookmark: _Toc302482948]How will we notify you of changes to the agreement?
[bookmark: _Ref452292840]In some circumstances, we have to give you notice in writing of a change to the agreement, as set out in clause 2A of the SMB terms.
In those circumstances not covered by paragraph (a) above in addition to any other method of notification in writing (including, but not limited to, by mail or email), we may notify you of a change on the Optus Business Portal at http://www.optus.com.au/business.
[bookmark: _Toc421796880][bookmark: _Toc522666535]The service
[bookmark: _Toc498276163][bookmark: _Toc498292404][bookmark: _Toc495323264][bookmark: _Toc498609547][bookmark: _Toc499155784][bookmark: _Toc499220804][bookmark: _Toc494206761][bookmark: _Toc421796883][bookmark: _Toc493866907]What is the service?
The service offers you a range of ICT managed services, including the management of your desktop, service desk and third party supplier software portals and a range of security solutions to help you monitor and protect your email, web applications, network segments and data, from cyber threats and malicious attacks.
Who supplies the service?
The service is supplied by Optus Internet Pty Limited (ABN 14 083 164 532).
The service comprises the following service options, with specific features and characteristics available under each service option as further detailed in Attachment A:
[bookmark: _Hlk519798684]Manage & Monitor – PC/MAC;
[bookmark: _Hlk519799017]Manage & Monitor – Mobile;
Manage and Monitor – Mobile & PC/MAC;
Cyber Security Risk Assessment;
External Network Assessment;
Firewall Security Assessment; and
Incidental Services. 
[bookmark: _Toc495323265][bookmark: _Toc498276164][bookmark: _Toc498292405]We may vary the service, service options and features available to you, from time to time in accordance with the agreement.
Your selections
Your application will contain your selected service option(s), an initial contract term, the pricing and any applicable features and characteristics. We will provide the service to you based on those selections.
[bookmark: _Toc498276167][bookmark: _Toc498292408][bookmark: _Toc498276168][bookmark: _Toc498292409][bookmark: _Toc303004499][bookmark: _Toc302648096][bookmark: _Toc421796899][bookmark: _Ref452294186][bookmark: _Toc302482951]We provide support in respect of the service options that are listed in your application provided that the service is used for business purposes and in accordance with the terms of this agreement. We do not provide support for any equipment, hardware, software, operation, application, operating systems or infrastructure unless expressly agreed in writing between the parties.
[bookmark: _Toc498276180][bookmark: _Toc498292421][bookmark: _Toc498276181][bookmark: _Toc498292422][bookmark: _Toc522666536]Availability of service
[bookmark: _Toc496473908][bookmark: _Toc497676169][bookmark: _Toc508715104][bookmark: _Toc509852266]Some components of the service rely on a broadband connection for access and download of applications. You should check with your broadband service provider what charges will apply for your broadband usage.
[bookmark: _Toc497676170][bookmark: _Toc509852267][bookmark: _Toc522666537]Third party suppliers
[bookmark: _Toc497676171][bookmark: _Toc508715106][bookmark: _Toc509852268][bookmark: _Toc521327398][bookmark: _Toc522107063][bookmark: _Toc522542626]You acknowledge that:
[bookmark: _Toc521327399][bookmark: _Toc522107064][bookmark: _Toc522542627][bookmark: _Toc497676172][bookmark: _Toc508715107][bookmark: _Toc509852269]the service relies on the services of third party suppliers for its operation, who are not controlled by us; 
[bookmark: _Toc522107065][bookmark: _Toc522542628][bookmark: _Toc521327400][bookmark: _Toc497676173]to the extent permitted by law, we expressly exclude all conditions and warranties, rights or remedies, liabilities and other terms that may be implied by custom, statute or common law and we do not make any warranty or representation regarding the performance of:
[bookmark: _Toc522107066][bookmark: _Toc522542629][bookmark: _Hlk508714349]the service; or 
[bookmark: _Toc522107067][bookmark: _Toc522542630]any software provided to you in connection with the service as it operates on your device.
[bookmark: _Toc522107068][bookmark: _Toc522542631][bookmark: _Toc497676174][bookmark: _Toc508715109][bookmark: _Toc508715117][bookmark: _Toc509852278][bookmark: _Toc521327409][bookmark: _Toc522107071][bookmark: _Toc496451624][bookmark: _Toc496473920][bookmark: _Toc497676181][bookmark: _Toc508715118][bookmark: _Toc509852279][bookmark: _Toc521327410]You agree that you will not make a claim against us in respect of the performance of the service or any software provided by you in connection with the service; and
[bookmark: _Toc522542632]A third party supplier may change the service and/or remove the features and characteristics of the service available to us, in which case we will change the availability of those service features and characteristics to you and/or remove your access to those service features and/or characteristics.
[bookmark: _Toc522666538]Term of your agreement
[bookmark: _Toc498276193][bookmark: _Toc498292434][bookmark: _Toc498609557][bookmark: _Toc499155794][bookmark: _Toc499220814][bookmark: _Toc493866910][bookmark: _Toc494206900][bookmark: _Toc495323276][bookmark: _Toc498276194][bookmark: _Toc498292435][bookmark: _Toc498276195][bookmark: _Toc498292436][bookmark: _Toc498609558][bookmark: _Toc499155795][bookmark: _Toc499220815]We will supply the service to you, and you must acquire the service from us, from the service start date or the date set out in your application. 
We will provide the service to you in accordance with the agreement:
for the initial contract term set out in your application; and
on a month to month basis after the expiry of the initial contract term, until the service is otherwise cancelled in accordance with clause 11 of the SMB terms.
[bookmark: _Toc497676191][bookmark: _Toc522666539]Installation and Setup
[bookmark: _Toc522107075][bookmark: _Toc522542635]You must comply with our reasonable instructions during the term of your agreement, including any instructions regarding the installation and/or setup of your selected service options.
[bookmark: _Toc498292439][bookmark: _Toc522666540][bookmark: _Toc498276199][bookmark: _Toc498292440][bookmark: _Toc498276200][bookmark: _Toc498292441]Service Charges 
[bookmark: _Toc497676201][bookmark: _Toc498276202][bookmark: _Toc498292443][bookmark: _Toc498609562][bookmark: _Toc499155799][bookmark: _Toc499220820][bookmark: _Toc521327417][bookmark: _Toc522107077][bookmark: _Toc522542637][bookmark: _Toc493866914][bookmark: _Toc494206904][bookmark: _Toc495323280]The cost of the service depends on:
[bookmark: _Toc497676202][bookmark: _Toc497676203]the service options and features that you select, which are set out in your application; and
any changes you make to the service that you use or acquire; and 
if you accept the terms of a special.
[bookmark: _Toc497676205][bookmark: _Toc497676206][bookmark: _Toc496451656][bookmark: _Toc496473958][bookmark: _Toc496473959][bookmark: _Toc496473960][bookmark: _Toc496473961][bookmark: _Toc496473962][bookmark: _Toc496473963][bookmark: _Toc496473987][bookmark: _Toc496473988][bookmark: _Toc496473989][bookmark: _Toc496451664][bookmark: _Toc496473990][bookmark: _Toc496451665][bookmark: _Toc496473991][bookmark: _Toc496451666][bookmark: _Toc496473992][bookmark: _Toc496451667][bookmark: _Toc496473993][bookmark: _Toc496451668][bookmark: _Toc496473994][bookmark: _Toc496451670][bookmark: _Toc496473996][bookmark: _Toc496451671][bookmark: _Toc496473997][bookmark: _Toc496474002][bookmark: _Toc496451677][bookmark: _Toc496474007][bookmark: _Toc497676207][bookmark: _Toc498276203][bookmark: _Toc498292444][bookmark: _Toc498609563][bookmark: _Toc499155800][bookmark: _Toc499220821][bookmark: _Toc521327418][bookmark: _Toc522107078][bookmark: _Toc522542638]Depending on your selected service options, set out in your application, you will pay:
[bookmark: _Toc496451680][bookmark: _Toc496474010][bookmark: _Toc497676208]a monthly service charge, for the term of your agreement; and/or
a once-off service charge on commencement of your initial contract term, and
[bookmark: _Toc496451681][bookmark: _Toc496474011][bookmark: _Toc497676209]any additional charges specified in your agreement with us or as otherwise agreed between us and you.
[bookmark: _Toc498276205][bookmark: _Toc498292446][bookmark: _Toc498276207][bookmark: _Toc498292448][bookmark: _Toc498276213][bookmark: _Toc498292454][bookmark: _Toc498276217][bookmark: _Toc498292458][bookmark: _Toc498276218][bookmark: _Toc498292459][bookmark: _Toc498276219][bookmark: _Toc498292460][bookmark: _Toc498609565][bookmark: _Toc521327419][bookmark: _Toc522107079][bookmark: _Toc522542639][bookmark: _Toc496451687][bookmark: _Toc496474017][bookmark: _Toc497676212][bookmark: _Toc521327420][bookmark: _Toc522107080]The monthly service charges for your selected service options are fixed for the initial contract term. We may vary those monthly service charges from time to time after the end of the initial contract term by giving you at least 30 days’ notice.
[bookmark: _Toc522542640]We may offer promotions or offers in connection with the service. If you validly accept a special, the price and terms of the special will prevail over those otherwise applicable under the agreement for the duration of the special.
[bookmark: _Toc522666541]Billing and Payments
[bookmark: _Toc521327422][bookmark: _Toc522107082][bookmark: _Toc522542642]We will set up an account for you to which your service will be billed, or you can elect to have the service billed to an alternate Optus account that you nominate in your application.
[bookmark: _Toc522666542]Faults and fault reporting
[bookmark: _Toc521327425][bookmark: _Toc494206765][bookmark: _Toc495323270][bookmark: _Toc498276184][bookmark: _Toc498292425][bookmark: _Toc498609551][bookmark: _Toc499155788][bookmark: _Toc499220808]As soon as you become aware of any fault in the system, you must report it to the service desk in accordance with clause 10(b) below.
[bookmark: _Toc521327426][bookmark: _Toc522107085][bookmark: _Toc522542644]Service Desk Support Procedures
The service desk is available as a single point of contact during the standard support hours to enable you to report general queries, problems and faults related to the system. All incidents will be logged and assessed and you may request an incident reference number from the service desk agent at the time of logging the ticket.
The service desk can be contacted by email, phone or web portal, on the contact details set out in your application. 
The service desk will undertake one of the following steps to resolve your issues:
Step 1	resolve issue over the phone
Step 2	if possible, attempt to resolve issue via remote access
Step 3	if required, organize an on-site visit to your premises to determine the source of the fault, subject to you agreeing to incur an additional charge, as notified to you by us.
You agree:
to allow us and our third party suppliers to use remote access, where possible, to provide support and resolve queries and issues raised by you; and 
to provide us with remote access to your system, devices, equipment, and infrastructure nominated during onboarding, network, access rights to relevant software, admin portals, and any other access required by us to carry out the service.
[bookmark: _Toc498276185][bookmark: _Toc498292426][bookmark: _Toc498609552][bookmark: _Toc499155789][bookmark: _Toc499220809][bookmark: _Toc521327427][bookmark: _Toc522107086][bookmark: _Toc522542645][bookmark: _Toc494206766][bookmark: _Toc495323271]Support Priority Levels 
[bookmark: _Toc498276186][bookmark: _Toc498292427][bookmark: _Toc498609553][bookmark: _Toc499155790][bookmark: _Toc499220810]We will diagnose faults in the system and rectify faults as soon as reasonably practicable. For the purposes of determining the appropriate target resolution times for a fault logged by you with the service desk, we will determine the priority level of each fault, based on your explanation of the issue in accordance with table 1 below.
Table 1: Priority levels for each fault logged with the service desk

	Priority Level
	Description

	Priority 1
	Failure or fault affecting all users or which has an organisation wide impact, where a critical business function cannot operate therefore no work around is available.


	Priority 2
	Failure or fault affecting most users or which has an organisation wide impact, where a non-critical business function cannot operate, there may be a temporary workaround to the incident.


	Priority 3
	Failure or fault affecting a single user or small group of users who cannot continue to work without major inconvenience.


	Priority 4
	Failure or fault affecting a single user or small group of users who can continue to work without major inconvenience.



[bookmark: _Toc498276187][bookmark: _Toc498292428][bookmark: _Toc494206767][bookmark: _Toc495323272][bookmark: _Toc498609554][bookmark: _Toc499155791][bookmark: _Toc499220811][bookmark: _Toc521327428]
[bookmark: _Toc522107087][bookmark: _Toc522542646]Incident Commencement Resolution service levels 
[bookmark: _Hlk494197093]The service levels that apply to the incident commencement resolution for each fault logged with the service desk are set out in the following table, subject to your availability unless otherwise stated in your application:
Table 2: Service levels that apply to each priority level

	SLA Area
	Category
	SLA Description
	Target

	Incident Resolution Commencement
	Priority 1
	Commence within 1 business hour of our receipt of incident notification by phone or email
	80%

	
	Priority 2
	Commence within 2 business hours of our receipt of incident by phone or email
	80%

	
	Priority 3
	Commence within 4 business hours of our receipt of incident by phone or email
	80%

	
	Priority 4
	Commence within business 8 hours of our receipt of incident by phone or email
	80%



[bookmark: _Toc495323273][bookmark: _Toc494206768]Incident resolution commencement is the time taken to respond to the incident. This includes:
receipt of the initial call or email by the service desk during the standard support hours; and
responding by telephone or email with initial diagnostics, estimated resolution times and what’s required of you including but not limited to cooperating and following our instructions to help resolve the incident.
The service levels exclude the following periods of time:
where we are waiting for an action required by you; 
when the support call or email, is received outside of the standard support hours; 
where we are waiting for an action by a third party; and
any intervening event.
You must notify us immediately if you reasonably consider that you require support for a priority 1 level issue.
Where an incident requires escalation to a third party supplier, we will proactively manage the situation, but are not responsible for any failure by that third party supplier to resolve the incident within the applicable service level.
We will use our reasonable endeavours to meet the target service levels set out in table 2 above, but do not make any guarantees that such targets will be met and no service credits or rebates are available for the service.
[bookmark: _Toc498276189][bookmark: _Toc498292430][bookmark: _Toc498276190][bookmark: _Toc498292431][bookmark: _Toc498276191][bookmark: _Toc498292432][bookmark: _Toc498276198][bookmark: _Toc498276220][bookmark: _Toc498292461][bookmark: _Toc498276221][bookmark: _Toc498292462][bookmark: _Toc498276222][bookmark: _Toc498292463][bookmark: _Toc303004509][bookmark: _Toc303004516][bookmark: _Toc302557770][bookmark: _Toc302557771][bookmark: _Toc302557772][bookmark: _Toc498292464][bookmark: _Toc498292465][bookmark: _Toc302482956][bookmark: _Toc302557785][bookmark: _Toc303004533][bookmark: _Toc303004555][bookmark: _Toc302482960][bookmark: _Toc302557803][bookmark: _Toc302648145][bookmark: _Toc302648152][bookmark: _Toc302648156][bookmark: _Toc302648157][bookmark: _Toc303004558][bookmark: _Toc522666543][bookmark: _Toc302482965][bookmark: _Toc421796932]Changing the agreement
We may make any change to the agreement as set out in clause 2A of the SMB terms.
You can change your selected service options in any manner accepted by us as set out in the agreement.  However, subject to clause 2A of the SMB terms, you may have to pay us a cancellation fee.
You must provide us with thirty (30) days written notice of any requested moves, adds or changes to the service, your selected service options and/ or any equipment provided for use with the service. You acknowledge that any such changes to the service may result in an additional charge, as agreed between us and you and/or a change to the monthly service charge.
[bookmark: _Toc522666544]Suspending the service
[bookmark: _Toc421796936][bookmark: _Toc455157644]We may suspend the agreement in the circumstances as set out in clause 12 of the SMB terms. 
Depending on the circumstances of the suspension, you may still be liable to pay all charges arising during the suspension.
[bookmark: _Toc497676235][bookmark: _Toc522666545]Cancelling the service
You and we may cancel the service in accordance with clause 11 of the SMB terms. 
If you cancel the service prior to the end of the initial contract term, you may be required to pay a cancellation fee.
The cancellation fee is a dollar amount equal to the monthly service charge multiplied by the number of months remaining in your initial contract term. 
In addition to our rights under clause 11 of the SMB Terms, we may cancel the service if we no longer hold the rights with third party suppliers to enable us to supply the service to you. 
[bookmark: _Toc522666546]Liability
We accept liability to you in connection with the supply of the service to the extent provided in the agreement (see clause 13 of the SMB terms) and this service description.
To the extent permitted by law, we are not liable for any delay, interruption in or cessation of the service, the supply of the service in error, or for any loss of or corruption of data.
[bookmark: _Ref405259654]We are not liable to your end users (in contract, tort (including negligence), statute or otherwise). If an end user makes a claim against us in relation to the use (or the attempted use) of the service, you indemnify us against (and must pay us for) any loss or damage we suffer in connection with that claim.
We are not liable to you for any loss you suffer:
as a result of you failing to comply with our reasonable directions and/or any instructions provided by us in relation to the installation and/or setup of the service; 
if the service is used in a way that is inconsistent with our instructions; or
where you have changed your equipment configurations or settings or introduced incompatible software.
To the extent permitted by law, each third party supplier is not liable to you under the agreement for any loss (whether direct, indirect, incidental or consequential) arising out of our supply to you of the service.
[bookmark: _Toc302482972][bookmark: _Toc302557819][bookmark: _Toc302394680][bookmark: _Toc302395763][bookmark: _Toc302398081][bookmark: _Toc302398193][bookmark: _Toc498292471][bookmark: _Toc522666547][bookmark: _Toc421796933][bookmark: _Ref302478090][bookmark: _Toc302482976]Supply of equipment – our responsibilities
[bookmark: _Toc498292473][bookmark: _Toc493866934][bookmark: _Toc494206924][bookmark: _Toc495323300][bookmark: _Toc498276231][bookmark: _Toc498609573][bookmark: _Toc499155808][bookmark: _Toc499220829][bookmark: _Toc521327435][bookmark: _Toc522107094][bookmark: _Toc522542652]We agree to supply any equipment in accordance with this clause unless specifically stated otherwise in the agreement.
[bookmark: _Toc493866936][bookmark: _Toc494206926][bookmark: _Toc495323302]For equipment supplied by us under the agreement:
you are solely responsible for the equipment and for the maintenance of such equipment and complying with the terms and conditions of the manufacturer’s warranty;
[bookmark: _Toc493866937][bookmark: _Toc494206927][bookmark: _Toc495323303]other than under your statutory rights as a consumer and to the extent permitted by law, we do not offer any equipment warranty or maintenance services in relation to the equipment; and
[bookmark: _Toc493866938][bookmark: _Toc494206928][bookmark: _Toc495323304]in respect of equipment that is still within manufacturer’s warranty, we warrant that, at the time of initial installation of each item, the equipment will operate as designed or in accordance with the user manuals and other documentation supplied with such item.  If any item fails to operate, you shall give us prompt notice of such failure and we at our option and expense shall either repair or replace the defective item.
[bookmark: _Toc493866939][bookmark: _Toc494206929][bookmark: _Toc495323305]For equipment that is not supplied by us but is still within manufacturer’s warranty, we may at your request (and at our discretion) manage the repair of such equipment through the existing warranty or by exception, through third parties and subject to any limitations set out in this service description.
[bookmark: _Toc493866940][bookmark: _Toc494206930][bookmark: _Toc495323306]For equipment whether supplied by us or otherwise, but out of warranty, we may at your request (and at our option, subject to your statutory rights as a consumer) manage the repair of such equipment.
[bookmark: _Toc493866941][bookmark: _Toc494206931][bookmark: _Toc495323307][bookmark: _Toc498276233][bookmark: _Toc498292475][bookmark: _Toc498609575][bookmark: _Toc499155810][bookmark: _Toc499220831][bookmark: _Toc521327436][bookmark: _Toc522107095]We do not warrant that any item of equipment we supply to you is compatible with any equipment supplied by you. 
[bookmark: _Toc522666548]Your responsibilities 
[bookmark: _Toc493866944][bookmark: _Toc494206934][bookmark: _Toc495323310][bookmark: _Toc498276236][bookmark: _Toc498292479][bookmark: _Toc498609578][bookmark: _Toc499155813][bookmark: _Toc499220834][bookmark: _Toc521327438][bookmark: _Toc522107097][bookmark: _Toc522542654]You must:
notify us immediately if you become aware of any unauthorized use of, or access to, the service; 
pay for any costs incurred by us for work, repairs or warranty associated with faults caused by your approved third-party IT support;
where necessary, allow us to maintain system diagnostic computer software on your supported devices and the system to allow us to provide the service;
provide all reasonable support and information that we require to provide the service;
[bookmark: _Hlk513041364]provide all reasonable access and assistance to your system and facilities where not hosted by us, to allow us and/or our third party suppliers to provide onsite support and carry out audits of your use;
maintain adequate and regular archiving and data backup and recovery processes for all data and activity logs;
notify us of user and device additions, replacements, or removals including: 
addition of users and devices (may incur additional charges); 
removal of users and devices (may result in cancellation charges); and
replacement of users and device as a result of an upgrade, fault, damage, or loss.
provide all reasonable assistance to enable us or our personnel, or where necessary a third party supplier, to investigate and repair a fault; and
remain (unless otherwise stated in the agreement) responsible for and respect and comply with, all licensing terms and conditions of the manufacturer or licensor of all products and the renewal of such licences.
[bookmark: _Toc498276243][bookmark: _Toc498292486][bookmark: _Toc522666549]Your acknowledgements 
[bookmark: _Toc493866953][bookmark: _Toc494206943][bookmark: _Toc495323317][bookmark: _Toc498276245][bookmark: _Toc498292488][bookmark: _Toc498609586][bookmark: _Toc499155823][bookmark: _Toc499220844][bookmark: _Toc521327440][bookmark: _Toc522107099][bookmark: _Toc522542656]You acknowledge that:
You are responsible for providing any security or privacy measures for your system and computer networks and any data stored on those networks or accessed through the service. We are not liable to you for any loss, damage, costs or expenses suffered or incurred by you as a result of your failure to provide that security.
Your failure to regularly back up all data and activity logs in accordance with clause 16(f) may result in deletion of this information during the term of your agreement, and when the service is cancelled.
You will solely bear all costs associated with operating the system unless otherwise agreed in writing between us. This includes, but is not limited to, the cost of internet access, software licences, equipment rental or lease, and telecommunications costs.
We are under no obligation to rectify any issue that arises out of any improper use, damage, modification or accident, to or of the service by you.
We shall not be responsible for any file maintenance, errors, data corruption, loss of data or activity logs, operational scheduling conflicts, or software failure caused by the misuse of the system due to negligence, error, malicious intent, or misunderstanding by you. 
We are not liable for any loss or consequential damages in the event that you use the system in conjunction with any software or equipment that you have not certified is compatible with the system.
We are not liable or responsible for any loss or consequential damages arising as a result of a breach of network security or any other software and/or hardware issues due to malicious software or virus occurrences, whether accidental or deliberate by any persons or parties, known or unknown.
Downtime on the service may be required to conduct scheduled maintenance on the system and/or the service and to implement any changes to the system. We will try to ensure that any scheduled maintenance is conducted outside the standard support hours, but we may not always be able to do so. We will where possible, provide you with 5 business days notice of any scheduled maintenance planned to occur outside the standard support hours. We are not liable for any consequential loss, costs or damage which arises as a result of any downtime required to implement such changes and/or to conduct scheduled maintenance.
[bookmark: _Additional_Services][bookmark: _Toc498292489]No anti-virus, anti-Spam, image control, content control, or managed security service can guarantee 100% detection rate and we will not be liable in respect of any failure of the service to detect attacks on your system, web content, spam or pornographic images or for wrongly identifying as any email or web page content suspected as being a web page to be restricted or as being email containing spam or pornographic images which proves subsequently not to be so.  we do not warrant that the operation of the service will be uninterruptible or error-free, or will detect and/or correctly identify and/or disinfect all threats, applications (whether malicious or otherwise) or other harmful components, or that any web applications scanned, software, or any other materials accessed through service are free from infringing materials, viruses, malicious codes and other harmful components
[bookmark: _Toc522666550]Modifications 
[bookmark: _Toc493866966][bookmark: _Toc494206954][bookmark: _Toc495323328][bookmark: _Toc498276256][bookmark: _Toc498292499][bookmark: _Toc498609597][bookmark: _Toc499155834][bookmark: _Toc499220855][bookmark: _Toc521327445][bookmark: _Toc522107101][bookmark: _Toc522542658]Any modifications, revisions, enhancements, customisations, updates or similar changes or additions to any application software listed in the service schedule, whether free or for a fee, shall be deemed to be a part of that application software and shall be subject to the terms and conditions of the agreement.
[bookmark: _Toc498276261][bookmark: _Toc498292504][bookmark: _You_may_terminate][bookmark: _Toc498276266][bookmark: _Toc498292509][bookmark: _Toc498292510][bookmark: _Toc522666551][bookmark: _Toc498292512]Effect of cancellation of the service
[bookmark: _Toc498292518][bookmark: _Toc493866977][bookmark: _Toc494206965][bookmark: _Toc495323339][bookmark: _Toc498609603][bookmark: _Toc499155840][bookmark: _Toc499220861][bookmark: _Toc521327447][bookmark: _Toc522107103][bookmark: _Toc522542660][bookmark: _Toc493866978][bookmark: _Toc494206966][bookmark: _Toc495323340][bookmark: _Toc498276269][bookmark: _Toc498292519]If you or we cancel the service, you must return to us (or if requested by us, destroy), any property, including but not limited to, equipment hardware, software, intellectual property, confidential information manuals, literature and diagrams, that we have supplied to you and which is owned by us within seven (7) days of the expiry of the notice period.
[bookmark: _Toc302648169][bookmark: _Toc522666552][bookmark: _Toc421796941]What do terms in this service description mean?
[bookmark: _Ref302543267][bookmark: _Toc421796942][bookmark: _Toc493175859][bookmark: _Toc493867009][bookmark: _Toc494206997][bookmark: _Toc495323369][bookmark: _Toc498276317][bookmark: _Toc498292567][bookmark: _Toc498609621][bookmark: _Toc499155858][bookmark: _Toc499220879][bookmark: _Toc102982532][bookmark: _Toc102988490][bookmark: _Toc521327449][bookmark: _Toc493867010][bookmark: _Toc494206998][bookmark: _Toc495323370][bookmark: _Toc498276318][bookmark: _Toc498292568][bookmark: _Toc498609622][bookmark: _Toc499155859][bookmark: _Toc499220880]Definitions 
In this service description:
[bookmark: _Toc521327450]alternate Optus account means the account you hold with us for an active Optus service (other than the service) to which you nominate the service to be billed. 
device means any computer, tablet, mobile or other device used by you or your end users to access the service.
equipment means IT hardware such as wireless access points and software supplied to you by us as a reseller for a third party vendor.
[bookmark: _Toc498276319][bookmark: _Toc498292569][bookmark: _Toc498609623][bookmark: _Toc499155860]initial contract term means the initial contract period of twelve (12) months from the service start date or such other period set out in your application.
service desk means the helpdesk of the applicable third party supplier which you can contact by telephone, email or web portal as set out in your application. 
service levels means the service levels set out at clause 10(g) of this service description.
service options means the service options set out in clause 3(c) of this service description and selected by you in your application.
service start date means the date of activation of each selected service option.
standard support hours means the hours between 8:30am and 6pm Monday to Friday in your capital city (except any day on which banks are not generally open in your capital city for general banking business).
system means the information and communication technology (ICT) systems including software, devices, infrastructure, and network supported by the services options listed in your application.
[bookmark: _Toc508715208][bookmark: _Toc509852350]third party supplier means a company who is not controlled by us and with whom we may, from time to time, enter into arrangements with, to enable us to supply the service to you.
[bookmark: _Toc421796943][bookmark: _Toc493867011][bookmark: _Toc494206999][bookmark: _Toc495323371][bookmark: _Toc498276321][bookmark: _Toc498292571][bookmark: _Toc498609625][bookmark: _Toc499155862][bookmark: _Toc499220884][bookmark: _Toc521327452]Interaction with the SMB terms
The definitions in clause 20(a) of this service description replace the definitions in the SMB Terms to the extent that those definitions are inconsistent with those specified in the SMB Terms.


ATTACHMENT 1

The service is comprised of the following service options:


1. Manage & Monitor – PC/MAC; 

2. Manage & Monitor – Mobile;

3. Manage & Monitor – Mobile & PC/MAC;

4. Cyber Security Risk Assessment;

5. [bookmark: _Hlk519839977]External Network Assessment;

6. Firewall Security Assessment; and

7. [bookmark: _Hlk519843143]Incidental Services.





1. Manage & Monitor – PC/MAC

	Description
	This service desk, security and desktop management service option includes the following features:
· Remote support for supported users, software and devices
· Incident logging and tracking
· Installs, Moves, Adds and Changes (IMAC’s) on supported devices
· Monthly reporting
· Critical updates on supported software
· Asset reporting for desktop hardware and software
· Liaising with third party vendors to arrange for a repair or replacement of faulty supported devices and software
· Ongoing proactive support and management of supported software and devices
· Software support for the software provided as part of the Optus SMB cyber security solution
· Remote enrolment and user management on the Optus cyber security software portal 
· Custom policy configuration of supported software



2. [bookmark: _Hlk522115416]Manage & Monitor – Mobile

	Description
	This mobile device management (iOS and Android devices only) service option includes the following features:
· Remote user support for supported software
· Remote enrolment and user management on security software portal 
· Incident logging and tracking 
· Standard and minor changes on supported devices
· Monthly reporting on operating system versions
· Ongoing proactive tuning, support and management of Optus cyber security software portal
· Custom policy configuration of supported software



3. Manage & Monitor – Mobile & PC/MAC

	Description

	This service desk, security, desktop management & mobile device management (iOS and Android devices only) service option includes the following features:
Manage & Monitor – PC/MAC:
· Remote support for supported users, software and devices
· Incident logging and tracking 
· Installs, Moves, Adds and Changes (IMAC’s) on supported devices
· Monthly reporting 
· Critical updates on supported software
· Asset reporting for desktop hardware and software
· Liaising with vendors to arrange for a repair or replacement of faulty supported devices and software.
· Ongoing proactive support and management of supported software and devices
· Software support for the software provided as part of the Optus SMB cyber security solution
· Remote enrolment and user management on the Optus cyber security software portal 
· Custom policy configuration of supported software
Manage & Monitor – Mobile:
· Remote user support for supported software
· Remote enrolment and user management on security software portal 
· Incident logging and tracking 
· Standard and minor changes on supported devices
· Monthly reporting on operating system versions
· Remote device wipes 
· Ongoing proactive tuning, support and management of cyber security software portal
· Custom policy configuration of supported software



4. Cyber Security Risk Assessment

	Description
	This service option includes the following features:
Remote assessment reviewing your cyber security defence capability relative to the Australian security industry best practice covering:
(A) Network protection - IT network and infrastructure;
(B) People behaviour and response - process and policy; and
(C) Cyber attack response and recovery from an attack.
On completion of the assessment, Optus will provide you with a tailored cyber security assessment report and 1 hour debrief with high level guidelines and recommendations.



5. External Network Assessment

	Description

	This service option includes the following features:
Remote assessment of your IT systems and network utilising automated security tools to test up to 4 x IP addresses. These tools will attempt to identify device types, operating systems, application software, versions and vulnerabilities to cyber attacks.
You may specify the testing schedule.
This assessment will identify:
(A) Responsive systems and open ports;
(B) Software configuration that lessens cyber defences;
(C) Non-current software updates and patches that lessen cyber defences;
(D) Weak and default passwords; and
(E) Systems disclosing excessive or sensitive information.
On completion of the assessment, Optus will provide you with a tailored cyber security assessment report and 1 hour debrief with high level guidelines and recommendations to you.



6. Firewall Security Assessment

	Description

	This service option includes the following features:
Remote assessment of your IT firewall capabilities.
The assessment will identify:
(A) Device make, models and OEM support status;
(B) Capacity and usage of CPU, memory, bandwidth & storage;
(C) Software versions and OEM support status;
(D) Patching and Operating System / Software version
(E) Policy providing unrestricted or excessive access 
(F) Performance improvements & tuning
(G) Device log analysis
On completion of the assessment, Optus will provide you with a tailored cyber security assessment report and 1 hour debrief with high level guidelines and recommendations.



7. Incidental Services

	Description 
	This service option includes the following features:
One-time professional services implementation, training, IT health check, data migration, software supply, hardware supply and/or software set up; and
Recurring managed IT services, managed firewall/router, managed WAN/SDWAN, managed video, managed collaboration, liaising with or supplying to you, any third party products or equipment to enable delivery of the service.
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