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SERVICE DESCRIPTION: Optus Managed Cloud Services
This Service Description forms part of Optus’ Standard Form of Agreement pursuant to the Telecommunications Legislation.

This Service Description for the Optus Managed Cloud Services comprises the following Parts:

· Part 1: Service Family Terms (applicable to all Optus Managed Cloud Services); and 

· Part 2: Service Option Terms.

The Service Option Terms are separate terms applicable to each of the following Optus Managed Cloud Services Service Options and are to be read in conjunction with both the General Terms and the Service Family Terms:
· Optus Managed Cloud - Compute (VMware)

· Optus Managed Cloud - Server 
· Optus Managed Cloud - Storage

SERVICE FAMILY TERMS: Optus Managed Cloud Services
If there is any inconsistency between the terms of the documents that form the Agreement, they will be interpreted in the following order of precedence: the Standard Pricing Table, the Service Option Terms of the Service Description, the Service Family Terms of the Service Description, the General Terms and the Application, except to the extent of any inconsistency in pricing (in which case the Application overrides the Standard Pricing Table).

1. SERVICE DESCRIPTION
1.1 Service Description:

Optus Managed Cloud Services is a suite of cloud-based services that provide Optus customers with access to Optus ICT infrastructure from its pool of cloud-based infrastructure services.  The pool of cloud-based infrastructure services is shared across many Optus customers.  The Optus pool of cloud-based infrastructure services is housed in Australia.
1.2 Optus Group Company

Optus Managed Cloud Solutions are supplied by Optus Networks Pty Limited (ABN 92 008 570 330), an Optus Group Company

1.3 Separate Supply

You will need to set up and maintain a suitable Access Connection in order to access the relevant Optus Managed Cloud Service.   A suitable access connection can be purchased from Optus. The access connection is not included in this Service Description. You will need to purchase the appropriate access connection under a separate Application.
1.4 Third Party Software

Certain Optus Managed Cloud Solutions service features include the on-supply of third party software as part of the Service. The licensor of the relevant third party software is specified in the relevant Service Feature or on your Application.
2. SERVICE OPTIONS:

2.1 Current:

· Optus Managed Cloud - Compute (VMware)

· Optus Managed Cloud - Server 

· Optus Managed Cloud - Storage

each a “Service”.

2.2 Sunset:

· Optus Elevate
2.3 Related Service Options:

Some Service Options can only be provided to you on the basis that you also acquire other Service Options. Service Options that are prerequisites to other Service Options, are noted in the Service Option Terms as ‘Related Service Options’. Information on prerequisite Service Options is contained in the Application or as advised by Optus when you lodge the Application.

3. SUPPLY, USE & IMPLEMENTATION 

3.1 Prerequisite Optus network access 

You must nominate the minimum 2 and maximum number of 5 authorised operational users unless otherwise specified in the statement or work. Each of authorised operational contact is authorised by you to provide information and request and accept moves, adds or changes to your Service. 

If you choose to consume a Service related to the Optus Infrastructure located in the  Sydney Availability Zone, then any of the following Access Connection types can be used to connect your premises to the Service:

(i) Optus Evolve IP VPN; 

(ii) Optus Evolve Ethernet WAN (requires enterprise grade router capable of supporting BGP peering); 

(iii) Optus Evolve Internet (not suitable for use with Optus Managed Cloud - Storage); or 

(iv) Uecomm Ethernet VPN (requires enterprise grade router capable of supporting BGP peering);

If you choose to consume a Service related to the Optus Infrastructure located in the Melbourne Availability Zone, then the following Access Connection type can be used to connect your premises to the Service:

(v) Optus Evolve IP VPN; 

(vi) Optus Evolve Internet (not suitable for use with Optus Managed Cloud - Storage); or

(vii) Uecomm Ethernet VPN (requires enterprise grade router capable of supporting BGP peering). 

3.2 Service Provision

Prior to the provisioning of your Service you will be required to provide specific configuration information by completing an On-Boarding Form.

Your Application will contain your selected Service Option(s), a Target Service Start Date for Individual Services, the charges and any applicable features and characteristics.  The actual Service Start Date will be contingent on matters such as the Target Service Start Date (if any) for provisioning your Access, the availability of capacity on the relevant Optus Infrastructure, the complexity of the your specific configuration requirements and any subsequent provisioning or configuration modifications requested by You.

Optus will use reasonable endeavours to meet the Target Service Start Date relating to Individual Services, as set out in the Application, however Optus does not make any warranty, representation or guarantee as to the accuracy of this date. 

3.3 Service Implementation 

(a) Optus may vary the Service or any term of this Service Description if reasonably required to do so for technical, operational or commercial reasons. 

3.4 Service Use

You are responsible for assessing and monitoring whether the Service and the terms upon which Optus supplies the Service to you meets any of Your particular specifications, standards, policies, regulatory compliance requirements (including any requirement relating to data storage, control, back-up and long-term data retention/archiving, accessibility, auditing or security).

4. SERVICE AVAILABILITY

4.1 The Service Availability targets are specified in the relevant Service Option Terms.  

5. SERVICE REBATES

5.1 Service Outage 
Optus will use reasonable endeavours to meet the Service Availability targets set out in relevant Service Option Terms, but does not warrant, represent or guarantee the targets will be met. 
Unavailability is measured from the time that the fault is reported to either Optus or when Optus becomes aware of the fault.

5.2 Service Rebates

Service Rebates, if applicable, are payable where:

(viii) the Service is Unavailable; and 

(ix) you have claimed the Service Rebate in writing within 20 Business Days from the date on which Optus notifies you the Interruption has been resolved.
The Service Rebate will calculated in accordance with the relevant Service Rebate Table
Service Rebates are not redeemable for cash and in any month.

Service Rebates (if applicable):

(x) are your sole remedy for the relevant Interruption or Unavailability; and

(xi) will only be applied against the charges payable for the Individual Service affected by the Unavailability.

Optus is not liable for, and you are not entitled to any Service Rebate where:

(xii) the relevant Interruption is caused directly or indirectly as a result of an Excluded Outage or and Excluded Event; or

(xiii) you have any amounts due, which have not been paid by the due date.

Service Rebates are only claimable once in respect of the same Interruption, even if you are entitled to receive a rebate under more than one service provided to you by Optus (in which case only, the greater Service Rebate entitlement will apply).

6. THIRD PARTY PRODUCTS AND SERVICES
6.1 The Optus Managed Cloud Services may include the on-supply of third party Products and services.  Optus is not the manufacturer of the Products, or the primary provider of these services. As far as the law allows Optus does not offer any warranties for the Products or services where Optus is not the manufacturer or primary service provider and the only warranties available are as set out in the Third Party Usage Terms.

6.2 You acknowledge that: 

(a) your use of any third party Products, Intellectual Property or services is conditional upon your acceptance and compliance with the relevant Third Party Usage Terms;

(b) the Third Party Usage Terms may be amended from time to time. If you do not accept the amended Third Party Usage Terms, you must cancel the Service. If you do not comply with, or respond to a request from Optus or the Third Party Service Provider to accept or comply with, the Third Party Usage Terms, Optus may cancel your right to use the third party Products or services;

(c) Optus may be required to keep records of and provide details to the Third Party Service Provider relating to your use of the relevant Products or services and you authorise Optus to do so; 

(d) Optus may cancel your right to use the third party Products or services by notice to you where the Third Party Service Provider ceases to supply the third party Product or Service for any reason. On the date of effect of cancellation, you will be entitled to a proportionate refund of any relevant prepaid service charges applicable to the supply of the relevant third party Products or services. To the extent permitted by law this will be your sole and exclusive remedy for such cancellation; and

(e) your use of the third party Products and services will involve the collection and processing of data and information, which may include personal information.  You Optus and the Third Party Service Provider are severally responsible for their respective compliance with the relevant laws relating to privacy. Optus and the Third Party Service Provider will manage such data in accordance with their respective policies and procedures. 
6.3 Where you use third party Products and services that are not on-supplied to you by Optus, you are responsible for ensuring you obtain all necessary approvals and licences to authorise your use of those Products and services are in conjunction with the Service.

7. YOUR DATA AND THE SERVICE

7.1 Data licence  

(a) You authorise Optus to copy and store the data you store on the Optus Infrastructure for the sole purpose of providing you with the Service.

7.2 Data recovery  

(a) Data recovery is only supported where you have selected the optional service feature of Backup & Restoration. Where selected, in the event of critical failure of the Service, you can recover your data using the administration console for the most recent copy of data that has been backed up.

7.3 Data protection

(a) Customer data is kept on shared storage, which is logically separated and kept private from other customers and third parties by way of specialist software.  While all customer data in the Optus data centre is stored within Australia, Optus is not responsible for the security and content of the data as it traverses beyond the Optus Infrastructure Boundary.

(b) Optus uses third parties, including related bodies corporate and their suppliers, to provide the Service.  Third parties will have access to the Optus Infrastructure for the purpose of support and maintenance of the Optus Infrastructure.
7.4 Location  

The Optus Infrastructure resides within Australia. You acknowledge that data traffic carried to and from the platform is facilitated by a network access link (to your LAN or WAN) that has global connectivity.  For example, how you choose to deploy and configure network connectivity options may mean that your data is visible externally and/or can be accessed from outside of Australia..

7.5 Redundancy and Security measures

The Service protects your data from external attack in the following ways:

(a) Facility security  
At the hardware level, your data is stored within an Optus Data Centre certified to ISO27001 Information Security Management System standard.  The Optus Data Centre has security features, which may include N+1 Redundancy for all critical subsystems including Air-conditioning, UPS and Emergency Power Generation, and 24 x 7 security including staged man lock area, CCTV and electronic proximity cards.

(b) Internal Data Security.  
The Optus Infrastructure is multi-tenanted.  The Optus Infrastructure seeks to protect your data from attack in the following ways:

(xiv) Storage array technologies, with full power, disk, raid, disk shelves, and controller redundancy; 
(xv) Networking (VPN, VRFs, VSIs and Firewalls).  Your data traffic to and from the Optus Infrastructure utilises industry standard network virtualisation techniques. This technology creates different virtual networks and separates streams of data into “tunnels” for each Optus customer across the platform.  Traffic is separated into a separate MPLS VPN for each customer with each customer utilising their own Virtual Routing and Forwarding (VRF) service.  The networking element is designed to ensure that a particular customer’s data traffic cannot mix with another customer’s traffic, despite traversing the same physical infrastructure.
Virtual Machines are protected from attacks from the shared, underlying physical infrastructure by the Virtualisation or Hypervisor software used by Optus. The Virtualisation or Hypervisor is a layer of software that abstracts the networking, computing and storage resources from the physical infrastructure and provides them for use by the Virtual Machines deployed by Optus within the Optus Managed Cloud environment;  
7.6 No physical access rights  
Optus will not provide you or any of your nominees, with physical access to the Optus Infrastructure or any facilities in which Optus Infrastructure resides.
7.7 No inspection or audit rights  
Optus does not grant to you or any of your nominees, any right to inspect or conduct an audit physically or remotely either of the Optus Infrastructure or to any facility where the Optus Infrastructure resides (including, without limitation, an Optus Data Centre).
8. YOUR OBLIGATIONS AND REQUIREMENTS

8.1 You must comply with the following obligations:

(a) Sites 

(xvi) ensure Optus Personnel have full and safe access to your relevant hardware and software required for the purpose of providing the Services;

(xvii) ensure that each Site is at all relevant times ready and available, including all necessary access, permissions, cabling and security, and of appropriate standard for the equipment and for Optus or its representatives to provide any necessary services (either onsite or remotely); 

(xviii) where and to the extent that Optus Personnel are required to deploy to and/or work within your site, you must comply with the WHS Laws;

(xix) provide suitable and adequate working space around the relevant hardware and software for the use of our Personnel, including adequate light, heat and ventilation, electric outlets and telephone facilities in accordance with applicable Work Health & Safety (WH&S) guidelines for safe working environments;

(b) Privacy

(xx) You are solely responsible for ensuring your collection, use, disclosure and any other handling of data that occurs in relation to your use of the Service (including its storage) and the information provided to individuals about how their data is handled) complies with all laws; 

(c) General 

(xxi) implement equipment refreshes and install software upgrades (that are not In-Scope Services) as and when required in respect of the equipment or systems utilised or accessed by the In-Scope Service, which are necessary to meet the vendor support conditions and In-Scope Service capacity requirements for the relevant equipment or system;

(xxii) provide Optus with reasonable business forecasts and advance notification of any changes, projects or strategic direction that may impact the performance or scope of the Service;

(xxiii) provide timely notification of changes to IT policies and procedures, business requirements and facilities, projects or strategic direction likely to impact on current and future service utilisation;

(xxiv) in the event of any incident or alarm being raised, comply with all reasonable requests made by Optus including, if requested, resetting or rebooting your equipment; and

(xxv) ensure that your users are aware of the scope of the Services and the related procedures, as defined by Optus’ documentation.
8.2 In using the Service, you must:

(a) not perform or attempt to perform any performance, stress, penetration or security testing without prior written approval from Optus;

(b) make a copy of all your data stored on the Optus Infrastructure;

(c) prior to the termination, expiration or cancellation of the Service, remove all your data from the Optus Infrastructure; and
(d) nominate a maximum of 5 users authorised to contact Service Desk.
8.3 You acknowledge that:

(a) Optus may modify or vary the Service. If Optus makes a modification it will use reasonable endeavours to do so in a manner that provides technical and operational continuity; 
(b) You are responsible for providing any security or privacy measures for your computer networks and any data stored on those networks or accessed through the Service.  Optus will incur no liability to you in relation to any loss, damage, costs or expenses suffered or incurred by you as a result of your failure to provide that security or privacy measures
(c) any data stored as part of the Service will be deleted and no longer available upon termination, expiration or cancellation of the Service;

(d) the Service and/or Service Options incorporate third party software for which the software manufacturer advises is not designed, licensed or intended for use in the design, construction, operation or maintenance of any nuclear facility, aircraft operation, air traffic control or life support system. Optus disclaims any express or implied warranty of fitness for such uses;
(e) Optus does not exercise any control over, authorise or make any warranty regarding:

(xxvi) your right or ability to use, access or transmit any content (whether error-free, in time, or at all) using the Service;

(xxvii) the accuracy or completeness of any content which you may use, access or transmit using the Service;

(xxviii) the consequences of you using, accessing or transmitting any content using the Service, including without limitation any virus or other harmful software; or

(xxix) any charges which a third party may impose on you in connection with your use of the Service; and

(f) Optus may but is not obliged to provide links to internet sites from which you may be able to source other software from the software licensor.  The inclusion of a link does not imply an endorsement by Optus of the third party site or software.  Optus makes no recommendation, warranty or representation of any kind in relation to any third party site or software that you may access through these links.  You are responsible for assessing the suitability of the software for your use in conjunction with the Service and the applicable licence terms.

8.4 You must ensure that all data that you wish to be stored on a Backup Device is not locked or otherwise inaccessible (ie.read-protected, write-protected, etc) during the Backup Window. You acknowledge that any data that is not accessible during the Backup Window will not be backed up during that period.

8.5 On termination or expiry of this Agreement, any data stored on the Backup Device will be deleted and no longer available to you.

9. OPTUS OBLIGATIONS AND REQUIREMENTS

9.1 If Service is not provisioned by the Target Service Start Date, due to your failure to take all reasonable steps in supporting the provisioning process, failure to provide all requested information or appropriate resources to complete end user acceptance testing:

(a) the Service Start Date is deemed to be the Target Service Start Date; and / or
(b) Optus may withdraw its acceptance of your Application and cancel your Service.
9.2 If any Scheduled Maintenance affects the ability of Optus to provide the Backup & Recovery service then Optus will provide equivalent backup services as soon as feasibly possible after the Scheduled Maintenance and ahead of the next scheduled backup if you request Optus to do so ahead of the Scheduled Maintenance.  

9.3 Where Optus is required to conduct Unscheduled Maintenance it will use reasonable efforts to provide prior notice before interrupting the Backup & Recovery service but will not be liable for any interruption or loss of data or functionality in such circumstances, if Optus has acted with reasonable care in implementing that Unscheduled Maintenance. 

10. CANCELLATION FEE

10.1 Where your Service or Individual Service is cancelled during the Committed Term and a Cancellation Fee is payable under the General Terms, you will need to pay us an amount equal to the net present value of:

(a) the profit component of all amounts that would have been payable in respect of the monthly recurring charge for the relevant  Individual Service for the remainder of the Committed Term from the date cancellation takes effect; plus

(b) all amounts that have been incurred and any future costs that will be incurred by Optus as a result of the cancellation; plus

(c) any unavoidable third party costs that will be incurred by Optus, in respect of the relevant Individual Service for the remainder of the Committed Term from the date cancellation takes effect; 

unless a different formula or a specified amount is otherwise expressly provided in the Standard Pricing Table or your Application.
11. SPECIAL CONDITIONS

11.1 Optus will incur no liability to you in relation to any loss, damage, costs or expenses suffered or incurred by you in connection with firewall rules.

11.2 You indemnify Optus for all Loss suffered by Optus as a result of any claim by a third party relating to your data, the use you make of any software in connection with the Service, and/or your use of the Service.

11.3 Global Resources & Privacy - You acknowledge and agree that
(a) You are solely responsible for ensuring your collection, use, disclosure and any other handling of data that occurs in relation to your use of the Service (including its storage) and the information provided to individuals about how their data is handled) complies with all laws;

(b) If you collect Personal Information and use the Service to store records of Personal Information, you are responsible for compliance with the Privacy Act 1988 (Cth) including the Australian Privacy Principles (or any replacement principles) and any other laws applicable to handling such Personal Information.  

(c) In relation to the use of the Service to collect and store records of Personnel Information:

(xxx) Optus is not responsible for contacting any individual in relation to collection, use, disclosure or any other handling of the individual's Personal Information as part of the Service;

(xxxi) You are solely responsible for ensuring your collection, use, disclosure and any other handling of that data as part of the Service (including its storage on the UCaaS Platform and the information provided to individuals about how their data is handled) complies with all laws applying to you and your use of the Service in relation to Personal Information; and

(d) Optus may use global resources (non-permanent residents used locally and/or personnel in locations worldwide) in providing the Service to you, including escalation of technical support issues where required;

(e) Optus will refer to you any matter raised to Optus, by a third party relating to Personal Information in connection with your use of the Service.  You must handle all referred matters at your cost and you agree to indemnify Optus for all Loss Optus incurs in respect of any claim or proceedings commenced against Optus by a third party including a Regulator, in relation an individual's Personal Information collected, used, stored or disclosed in relation to your use of the Service.

11.4 Optus reserves the right to investigate any use of the Service that it reasonably suspect violates this Agreement or any Laws, including the gathering of information from the users involved and the complaining party, if any, and examination of transmissions and material on any Optus servers or network.  During an investigation, where Optus reasonably believes your acts or omissions are in breach of the terms of the Agreement Optus may take any responsive action Optus deems appropriate including but not limited to suspension of the Service and/or remove material or temporarily or permanently restrict or remove data.

12. STANDARD SERVICE FEATURES

12.1 Access Connection Locations

The Service includes as a standard service feature, access to the Optus shared Infrastructure located in either:

(a) the Sydney Availability Zone (if chosen) and;

(b) the Melbourne Availability Zone (if chosen).
12.2 Optus Infrastructure Management. 
The Service includes the management and operation of:

(a) the physical server systems;

(b) rack space and power consumed by the physical servers;

(c) port connections and networking infrastructure;

(d) storage infrastructure;

(e) systems management tools and their licensing; and

(f) a single point of contact Service Desk for Enquiries, Incident resolution assistance and registration of MACs.

12.3 Infrastructure Resource Configuration

(a) The network, firewall, server and storage infrastructure resource relevant to the Service will be configured in accordance with your requirements as specified in the On-Boarding Form (or as amended through the moves, adds and changes process (MACs).

(b) Your initial firewall rule set will be configured in accordance with the specific requirements specified in the On-Boarding Form and subject to acceptance by Optus. If you do not specify this information Optus will not provision the Shared Internet Access service option or the Virtual Firewall Instance service option.

13. OPTIONAL SERVICE FEATURES

The availability of the following optional service features is dependent on the Service Option you select and are subject to the relevant charges set out in the Standard Pricing Table:

(a) Managed Operating System(s);

(b) Managed Server(s) with Virtualisation;
(c) Managed Virtual Machines (including OS);
(d) Additional Private Network;

(e) Backup & Restoration; 
(f) Shared Internet Access (available only from Sydney Availability Zone);

(g) Virtual Firewall Instance;

(h) Operating System Software; and

(i) Application Software.
13.1 Optional Service Feature : Managed Operating System(s) 

(a) The Managed Operating System service feature allows for the creation and on-going management of supported Operating Systems on any Dedicated Physical Server or Virtual Machine.  The on-going management of supported Operating Systems include:

(i) management of supported Operating Systems on the Optus Infrastructure; and

(ii) applying patch management to supported Operating Systems. 

(b) Where selected, you must provide information via the On-Boarding Form to enable Optus to provision the Managed Operating System feature in conjunction with the Service. The relevant information must include:

(i) details of the relevant Operating Systems to be managed (including IP Address); 

(ii) details of any specific patch management policy that are to be applied to any Dedicated Physical Servers and Virtual Machines; and

(iii) details of the Customer’s users who are permitted to request the Managed Operating System Services via MAC service requests.

(c) You must provide Optus with either:

(i) a computer account that sits within your computers Active Directory with appropriate service access levels to enable Optus to provide the Managed Operating System feature; OR

(ii) access to a compute Active Directory domain with which Optus is able to create a ‘trust relationship’ enabling Optus to provide the Managed Operating System feature. 

(d) You must make available all appropriate resources in a timely manner and prior to the Target Service Start Date, to enable the completion and user acceptance testing of the Managed Operating System feature.

13.2 Optional Service Feature: Managed Server(s) with Virtualisation
(a) The Managed Server(s) with Virtualisation service feature provides you with the option to select, from within your allocated pool of accessible servers, the server systems that Optus will provide ongoing management.  This service feature consists of: 

(i) setup and operation of an appropriate Optus chosen management toolset if required.  Optus will build all management servers in its own virtualised containers that will map back to the Optus Managed Cloud – Server resources and hosts allocated to you;

(ii) setup and operation of a separate database server(s) required for the systems management (ie. SQL DB server for vCenter) if required;

(iii) appropriate skilled staff to build, deploy and manage any database Server(s) and database(s) required to provide the service;

(iv) integration of the Optus chosen management toolsets and database instances into the customers LDAP (AD) if required; and

(v) read-access for the chosen server systems under Optus management if You require read access.

(b) The Managed Server with Virtualisation feature requires that any server systems are licensed appropriately for use with Virtual Machine technologies (ie. VMWare ESX, Microsoft HyperV or Xen Server) and therefore separate fees / charges will apply.
(c) The Managed Server with Virtualisation feature specifically supports the following Virtual Machine technologies:

(i) VMware ESX

(d) Any other Operating Systems will require for a specific scope of works to be created between you and Optus, and will incur separate fees / charges.
13.3 Optional Service Feature: Managed Virtual Machine

(a) The Managed Virtual Machine service feature allows for the creation and on-going management of Virtual Machine(s) on an appropriate Optus Managed Cloud service (ie. Optus Managed Cloud – Server, or Optus Managed Cloud - Compute).  The on-going management of any Virtual Machines consists of:

(i) management of Virtual Machines on the Optus Infrastructure; and

(ii) application and on-going patch management to Virtual Machines (for supported Operating Systems).
(b) The Managed Virtual Machine feature is related to and requires that you also acquire :

(i) the Optus Managed Cloud - Compute (VMware) service; or

(ii) the Optus Managed Cloud – Server service with the Managed Server with Virtualisation service feature.
(c) Where selected, you must provide information via the On-Boarding Form to enable Optus to provision the Managed Virtual Machine feature in conjunction with the Service. The relevant information must include:

(iii) details of the required Virtual Machine(s) and the intended operating systems(including IP Address); 

(iv) details of any specific patch management policy (as agreed with Optus) that are to be applied to Virtual Machine(s); and

(v) details of Your systems administrative users who are permitted to request the Managed Virtual Machines / Managed Operating System service features via MAC service requests.

(d) You must make available all appropriate resources in a timely manner and prior to the Target Service Start Date, to enable the completion and user acceptance testing of the Managed Virtual Machine service feature.

13.4 Optional Service Feature: Additional Private Networks
(a) You may use the Additional Private Network service feature to enable up to a maximum of 16 additional private networks, to create a level of segregation within your allocated pool of compute, server and virtual machine resources where the Optus Managed Cloud - Server or Optus Managed Cloud - Compute service(s) have been purchased.
(b) each private network may contain a single network mask, a default gateway and a range of IP addresses.
13.5 Optional Service Feature: Backup & Restoration 

(a) The Backup & Restoration service can be supplied by Optus to you as either: 

(i) A self-managed service by You; OR

(ii) through Optus Managed Backup & Restoration . 

You may only choose one of these methods of receiving the Backup and restoration option. You are unable to self-manage if the Backup and restoration is part of an Optus managed service. Your choice of method of receiving the Backup and Restoration service feature will be set out in your [Application Form].
(b) The Optus Managed Backup & Restoration service feature can only be provided to you if Optus is providing:

(i) The Optus Managed Cloud – Compute (VMware) service, or the Optus Managed Cloud – Server service; and

(ii) The Managed Server(s) with Virtualisation service feature and the Managed Virtual Machine service features; and

(iii) The Managed Operating System service feature.
(c) The self-managed Backup & Restoration service feature consists of:

(i) Providing Authorised User access to a Backup & Restoration Service Administration Console where you can perform, in relation to nominated data that is not locked (or otherwise inaccessible, read-protected, write-protected, etc): 
A. Create backup jobs for data;

B. Schedule backup jobs;

C. Initiate backup jobs and subsequently store data;

D. Restore data from previous backed up jobs;

E. Check the status of any job (in relation to if it has completed successfully); and

F. Download of agents and application plug-ins to support the Backup & Recovery service.
(ii) The ability to store your data on one or more Optus backup device(s) (“Backup Device”) that make up the service feature for a retained period of time (“Retention Period”) at a defined frequency or interval as chosen by you and set out in the Application Form; 
(iii) You must deploy applicable Backup Software Agents for operating systems and applications on the target server systems or Virtual Machines used by you within the Optus Managed Cloud service environment.
(d) The Optus Managed Backup & Restoration service feature consists of:

(i) Optus managing the Backup & Restoration Service Administration Console to perform, in relation to your nominated data that is not locked (or otherwise inaccessible, read-protected, write-protected, etc): 
A. Creating backup jobs for data;

B. Scheduling backup jobs;

C. Initiating backup jobs and subsequently store data;

D. Restoring data from previous backed up jobs;

E. Checking the status of any job (in relation to if it has completed successfully); and

F. Applying software based agents and application plug-ins to support the Backup & Recovery service.
(ii) Optus will store your data on one or more Optus backup device(s) (“Backup Device”) that make up the service feature for a retained period of time (“Retention Period”) at a defined frequency or interval as chosen by you and set out in your Application Form; 

(iii) Optus will deploy and install applicable Backup Software Agents for operating systems and applications on the target server systems or Virtual Machines used by you within the Optus Managed Cloud service environment.
(e) Where the Backup & Recovery service feature is chosen by you, you must provide the following information via the appropriate Optus Managed Cloud service On-Boarding Form:
(vi) List the chosen data folders / Storage Volumes that are to be backed up on the Optus Backup Device(s);

(vii) the required backup frequency (“Backup Schedule”); 

(iv) the period of time that data is required to be held (“Retention Period”); and
(v) a list of Authorised Users.
(f) You will be required to deploy applicable Backup Software Agents for operating systems and applications on the target server systems or Virtual Machines used by you.  

(g) Optus will provide you with a username and password for each of your Authorised Users so these Authorised Users can access the Backup & Restoration service feature in the Administration Console. You must use reasonable efforts to ensure that the usernames and passwords are not shared or distributed to persons who are not Authorised Users.
(h) The Backup & Restoration service feature is charged for based on the amount of data being protected (“Protected Data”) and the retention period the data is held for.
(i) You must ensure that all data that you wish to be stored on the Backup Device is not locked or otherwise inaccessible (ie. read-protected, write-protected, etc) during the Backup Window. You acknowledge that any data that is not accessible during the Backup Window will not be backed up during that period.

(j) If any Scheduled Maintenance affects the ability of Optus to provide the Backup & Restoration service feature then Optus will provide equivalent backup services as soon as feasibly possible after the Scheduled Maintenance and ahead of the next scheduled backup if you request Optus to do so ahead of the Scheduled Maintenance.  

(k) Where Optus is required to conduct Unscheduled Maintenance it will use reasonable efforts to provide prior notice before interrupting the Backup & Restoration service but will not be liable for any interruption or loss of data or functionality in such circumstances, provided that Optus has acted with reasonable care in implementing that Unscheduled Maintenance. 

(l) Optus is not responsible for any incomplete or failed backups where your obligations under this clause 13.5 are not complied with by you.

(m) On termination or expiry of this Agreement, any data stored on the Backup Device will be deleted and no longer available to you.
13.6 Optional Service Feature: Shared Internet Access (Sydney Only)

(a) Shared Internet Access Service feature consists of access to the internet which is shared amongst Optus Managed Cloud customers whose services are being managed from the Optus Data Centre in Sydney and consists of:

(i) an entry point onto the internet for server systems and Virtual Machines within the Optus Infrastructure;

(ii) a single IP address; 

(iii) Virtual Firewall Instance; 

(iv) A shared access bandwidth model and usage charges based on the quantity of data downloaded that pass through the Optus Managed Cloud services Boundary allocated to you; 

(v) Distributed Denial of Service (DDoS) attack mitigation technologies operated and managed by Optus within the network which helps protect you from DDoS attacks;

(b) You acknowledge that:

(i) the number of IP addresses that Optus can allocate to you will be limited by availability and will be distributed at Optus' discretion;

(ii) you may request additional IP addresses at any time during the Service.  Optus may, in its discretion, make further IP addresses available at an additional charge;

(iii) IP addresses allocated to you are not portable and may only be used on the Shared Internet Access service; and

(iv) IP addresses are a limited worldwide resource allocated in the Asia Pacific region by APNIC.  Accordingly, Optus may be required to withdraw previously allocated IP addresses, but it will use reasonable endeavours to notify you of the withdrawal in advance.  Optus will incur no liability to you in relation to any loss, damage, costs or expenses suffered or incurred by you as a result of that withdrawal.
(v) If you have not provide your initial firewall rule set and specifications in an On-Boarding Form Optus will be unable to provision the Virtual Firewall Instance.
(c) The Optus Acceptable Use Policy applies to the Optus Managed Cloud Shared Internet Access service feature option.

13.7 Optional Service Feature: Virtual Firewall Instance

(a) The Virtual Firewall Instance service feature provides you with the ability to specify a firewall rule set to protect against malicious code from the internet and sits between your specified allocated pool of accessible servers or Virtual Machines on the Optus Managed Cloud Infrastructure and any applicable Internet Access service feature chosen by you from Optus.
(b) The Virtual Firewall Instance service feature includes; 
(i) the initial setup and configuration and on-going execution of your initial firewall rule set specifications; and
(ii) up to five (5) Virtual Firewall simple MACs per Virtual Firewall, per month, at no charge. 

(e) You must provide your initial firewall rule set and specifications via the On-Boarding Form to enable Optus to provision the Virtual Firewall Instance service feature. If you do not specify this information Optus will be unable to provision the Virtual Firewall Instance service feature.
(c) Optus may not be able to provide all firewall rule sets requested by you, reserves the right to refuse to implement any firewall rules, and does not provide you with access to the firewall configuration or administration tool sets.  

(d) The Virtual Firewall Instance service feature does not support the following features:
(viii) multicast routing;

(ix) threat detection;

(x) site-to-site VPN;

(xi) client-to-server VPN;

(xii) dynamic routing protocols; or

(xiii) QoS markings;

13.8 Optional Service Feature: Operating System Software
(a) Selected Microsoft Operating System Software Services are available, through the Optus Managed Cloud – Compute (VMware) and Optus PowerON Compute VPDC Self Service Portal where the Optus Managed Cloud – Compute (VMware) service or the Optus PowerON Compute service is chosen.  The available Operating System Software Services are set out in the Customer Support Guide.

(b) You may upload templates, deploy and tear down Virtual Machines to the Optus Managed Cloud - Compute (VMware) environment which use the Operating Systems Software service option. 

(c) Optus will charge you for the Operating System Software Services chosen in the following manner:

(i) the Operating System Software chosen by You will be charged on a ‘Virtual Processor’ basis.  You will be charged in arrears in accordance with the peak usage based on the maximum number of executed or installed software instances (and any duplicates of such instances) which are provided, in any month, by Optus for your use;

(ii) all charges are in arrears based on the previous months usage; 

(iii) if you are an academic institution that meet Microsoft’s published criteria then special pricing relating to certain Microsoft products may apply.  If you would like to apply for consideration for special pricing then you may use the procedure set out in the Customer Support Guide to apply for special pricing.  Optus will endeavour, but cannot guarantee, to provide such special pricing; and

(iv) any Third party software licence charges may vary if the third party software provider’s pricing changes.  The rates for Third party software licensing are available upon request in accordance with the procedure set out in the Customer Support Guide. 

(d) You acknowledge that:

(i) You may not use any Operating System Software Services (or the equivalent software products) listed in in the Customer Support Guide  with the Service unless you sourced the Operating System Software Services in accordance with this Agreement;

(ii) periodically Optus may require you to confirm the number of executed or installed software instances, and provide other reasonable information to check that the rates you are paying for the Operating System Software Services is correct.  You must respond within one week of such a request.  Optus may also require you to complete a self-audit form as provided by Optus at any time. You must complete this form in its entirety and return the form within one week of the request from Optus;

(iii) it is your responsibility to accurately report to Optus usage of the Operating System Software Service, as requested from time to time and/or in accordance with the procedures set out in the Customer Support Guide.  If you do not provide Optus with a report, Optus may accept this as a representation by you that your usage is the same as the previous month, or that usage is in accordance with Optus’ understanding of your maximum number of processors, and Optus is entitled to charge you on that basis. If you do not give Optus accurate reports, Optus may cancel your right to use the Products and/or charge you for any additional usage;

(iv) where the Operating System Software Service makes available software owned or licensed by Microsoft or its Related Bodies Corporate, you are required to accept the Microsoft End User License Terms (as found on the Microsoft.com website or at the following URL https://www.microsoft.com/en-us/legal/intellectualproperty/useterms/default.aspx); and
(v) Optus is required to provide Microsoft with details of your usage reporting of Microsoft Operating Systems and Microsoft Applications in accordance with the Service Provider Licensing Agreement that Optus holds with Microsoft.
13.9 Optional Service Feature: Application Software

(a) The Application Software Services make available application software to your allocated Optus Managed Cloud - Compute (VMware) VPDC if the Optus Managed Cloud – Compute (VMware) service is chosen.  The available Application Software Services are set out and requested in accordance with the Customer Support Guide.

(b) Optus will charge you for the Application Software Services chosen in the following manner:

(i) the Application Software chosen by You will be charged on a ‘per user’ or ‘ per Virtual Processor’ basis, where:  

(A) the Application Software Services are provided on a ‘per user’ basis (as set out in the Customer Support Guide) you will be charged in accordance with the maximum number of users authorised to access the Application Software Services; or

(B) the Application Software Services are charged on a ‘per Virtual Processor’ basis you will be charged in accordance with the peak Processor usage based on the maximum number of software instances which are provided, in any month, by Optus for your use.  

(ii) all charges are in arrears based on the previous months usage; 

(iii) if you are an academic institution that meet Microsoft’s published criteria then special pricing relating to certain Microsoft products may apply.  If you would like to apply for consideration for special pricing then you may use the procedure set out in the Customer Support Guide to apply for special pricing.  Optus will endeavour, but cannot guarantee, to provide such special pricing; and

(iv) any Third party software licence charges may vary if the third party software provider’s pricing changes.  The rates for Third party software licensing are available upon request in accordance with the procedure set out in the Customer Support Guide. 

(c) Except for software covered by ‘licence mobility’ as set out in the Customer Support Guide, you may not use any Application Software Services (or the equivalent application software products) set out in the Customer Support Guide with the Service unless you sourced the Application Software Services in accordance with this Agreement.

(d) You must advise Optus on setup of the Application Software Service, and then by the 10th calendar day of each month your usage of the Application Software Service for the previous calendar month. Usage for each application must be reported to Optus based on the maximum number of users or processors used for each relevant software application in the applicable month.

(e) You acknowledge that:

(i) periodically Optus may require you to confirm the number of executed or installed software instances, and provide other reasonable information to check that the rates you are paying for the Application Software Service is correct.  You must respond within one week of such a request.  Optus may also require you to complete a self-audit form as provided by Optus at any time. You must complete this form in its entirety and return the form within one week of the request from Optus;

(ii) it is your responsibility to accurately report to Optus usage of the Application Software Services, as requested from time to time and/or in accordance with the procedures set out in the Customer Support Guide.  If you do not provide Optus with a report, Optus may accept this as a representation by you that your usage is the same as the previous month, or that usage is in accordance with Optus’ understanding of your maximum number of possible users or processors, and Optus is entitled to charge you on that basis. If you do not give Optus accurate reports, Optus may cancel your right to use the Products and/or charge you for any additional usage; and

(iii) where the Application Software Services make available software owned or licensed by Microsoft or its Related Bodies Corporate the terms and conditions of the Microsoft End User Licence Terms apply (as found on the Microsoft.com website or at the following URL https://www.microsoft.com/en-us/legal/intellectualproperty/useterms/default.aspx).

14. RELEVANT APPENDICES

In using the Service you must comply with Optus’ Acceptable Use Policy.
15. DEFINITIONS

Terms not defined in these Service Family Terms (including the Service Option Terms) are as defined in the General Terms, unless inconsistent with the context. 

Access Connection means an appropriate Optus or Uecomm access service between your nominated site and the Optus Managed Cloud Infrastructure.
Authorised User means any of your Personnel who have received a valid username and password to access the Backup & Restoration Service Administration Console.
Backup Device means the Optus storage array technologies that are designed for retaining customer data for specific periods of time where the data stored on the backup device is accessed infrequently.  The data that is retained on the backup device is retained for the purpose of restoration in the event that data on a primary storage device becomes unavailable.
Customer Support Guide means the operation manual that Optus provides to you for use in conjunction with the relevant Service Option, as amended from time to time.
Excluded Event means a breach of the Agreement by you, an act or omission of you or any of your Personnel or an End User, or a failure of your equipment or any equipment that is not owned or supplied by Optus.
Excluded Outage means any Service Level Exclusion, Scheduled Maintenance, Routine Maintenance, Service Degradation or Force Majeure Event. 

Force Majeure Event affecting a party means any event outside that party’s reasonable control, and includes failure or fluctuation in any electrical power supply, failure of air conditioning or humidity control, electromagnetic interference, fire, storm, flood, earthquake, accident, war, labour dispute (other than a dispute solely between that party and its own Personnel), materials or labour shortage, the change or introduction of any law or regulation (including the Telecommunications Legislation) or an act or omission of any third party or any failure of any equipment owned or operated by any third party (including any Regulator, but excluding a Subcontractor).

Monthly Recurring Charge means the monthly reoccurring charges paid for the Committed Term of the Agreement based upon your selected individual pricing plan as set out in the Application.

On-Boarding Form means a series of printed forms or an excel spreadsheet used to capture information from the Customer about the configuration(s) desired by the Customer to form the Service.  The information captured may also include information that is necessary for the basic configuration of the Service.

Optus Infrastructure means the Optus managed infrastructure that is used to provide the Service, which includes: 

(a) the physical servers;

(b) rack space and power consumed by the physical servers;

(c) port connections and networking infrastructure;

(d) storage infrastructure;

(e) systems management tools and related licences; and

(f) a single point of contact service desk.

Optus Infrastructure Boundary means the ingress and egress devices within the data centre that separates the Optus Managed Cloud infrastructure from the provider edge routers of the Optus core network.
Protected Data means data that has been identified by you to Optus (via the Optus Managed Cloud service On-Boarding Form) that is held on the primary storage that is to be copied to the Optus Backup Device.  The amount of protected data is measured by the number of bytes / Gigabytes / Terabytes that the data consumes on the primary storage. 
Related Service Options means those Service Options that are pre-requisites to obtaining the relevant Service;
Retention Period means the number of days, weeks, months or years that Optus will retain your data for on the Backup Device as chosen by you in your application and the service on-boarding form for the Backup and Restoration service feature.
Routine Maintenance means maintenance, which is not intended to be service affecting, conducted on the Optus infrastructure without prior notice during the period between 2am and 6am Eastern Standard Time on Mondays.

Scheduled Maintenance means any maintenance Optus deems necessary as notified to you by Optus from time to time that is carried out between 11:00pm and 7:00am Australian Eastern Standard Time and does not include Routine Maintenance.

Service Description means these Service Family Terms and the relevant Service Option Terms. 

Service Degradation means any degradation in the availability and/or performance of the Service that does not render the Service unusable or significantly affect the operation of the Service. 

Service Family Terms mean the terms set out in Part 1 of this Service Description. 

Service Level Exclusion has the meaning given to it in the relevant Service Option Terms. 
Service Options means the available Service options identified at the beginning of this Service Description.

Service Option Terms mean the terms applicable to each Service Option as set out in Part 2 of this Service Description.

Service Rebate means the % of the next month’s Monthly Recurring Charge for the Service that may be credited to you in accordance with the Agreement, if applicable.

Target Service Start Date means the date requested by you and/or estimated by Optus and agreed between the parties, as the target date on which the service is intended to be activated and supplied to you, as specified in the Application.
SERVICE OPTION TERMS

Service Option: Optus Managed Cloud – Compute (VMware)
This Service Option forms part of the Optus Managed Cloud services
The Optus managed Cloud Service Description comprises the following Parts:

· Part 1: Service Family Terms (applicable to all Optus Managed Cloud services); and

· Part 2: These Service Option Terms.
The Service Option Terms are separate terms applicable to each of the Optus Managed Cloud Service Options and are to be read in conjunction with both the General Terms and the Service Family Terms:
1. DESCRIPTION OF THE SERVICE OPTION

1.1 Optus Managed Cloud – Compute (VMware) is a cloud based virtual server computing service that is augmented using VMware vCloud Director software. 
1.2 The Optus Managed Cloud – Compute (VMware) service includes :

(a) Access to the VPDC Self Service Portal via a dedicated customer URL that allows you to:
(i) manage users and groups; 

(ii) use, create, manage and operate virtual network services; and 

(iii) use, create, manage and operate Virtual Machines and Virtual Machine templates.

1.3 The Optus Managed Cloud – Compute (VMware) service is different to the Optus Managed Cloud – Compute (Microsoft) service.

1.4 Unless you have chosen to purchase the Managed Virtual Machine service feature, You are responsible for:

(a) creating Virtual Machines within the VPDC portal;

(b) managing your Virtual Machines by using the VPDC Self Service Portal to connect to the VPDC Platform; and 

(c) controlling the level of access you allow users to have to the VPDC Self Service Portal.  You may control the level of access you allow users to have by applying role-based access control methods
1.5 Optus may but is not obliged to provide links from the VPDC Self Service Portal to internet sites from which you may be able to source other software from the software licensor.  The inclusion of a link does not imply an endorsement by Optus of the third party site or software.  Optus does not make such software available to you as a Service Option.  Optus has no liability or responsibility for such software.  Optus makes no recommendation, warranty or representation of any kind in relation to any third party site or software that you may access through these links.  You are responsible for assessing the suitability of the software for your use in conjunction with the Service and the applicable licence terms.

2. RELATED SERVICE OPTION 

(a) None
3. OPTUS MANAGED CLOUD – COMPUTE (VMWARE) - OPTIONAL SERVICE FEATURES
3.1 Storage tiers available:

(a) Standard Storage : provides you with the option to select a quantity of storage space (based on EMC2 storage technologies native to the Optus Managed Cloud - Compute platform) and optimised for read-operations and to be used to hold Your data;
(b) Performance Storage : provides you with the option to select a quantity of storage space (based on EMC2 storage technologies native to the Optus Managed Cloud - Compute platform) and optimised for write-operations and to be used to hold Your data;
(c) Standard and Performance Storage from Optus Managed Cloud - Storage : provides you with the option to select a quantity of storage space (based on NetApp storage technologies with features such as de-duplication, replication and snapshots) where large storage volumes up to 16TB in size are required.

3.2 Available Optional Service Features:

(a) Managed Operating System(s)

(b) Managed Virtual Machine feature
(c) Additional Private Network(s)

(d) Backup & Restoration 

(e) Shared Internet Access (only available from Sydney Availability Zone)

(f) Virtual Firewall Instance

(g) Operating System Software

(h) Application Software

4. SERVICE LEVELS
4.1 Availability 

	Optus Managed Cloud – Compute (VMware) 


	Service Availability

	Standard Service Offering
	Customer can access the Optus Managed Cloud – Compute (VMware) VPDC Self Service Command Line Interface and data is accessible on the Optus Infrastructure.
	99.99%

	Standard Service Offering 
	Customer can access the Optus Managed Cloud – Compute (VMware) VPDC Self Service Portal and run (start / stop) Virtual Machines for which resources have been assigned. 
	99.99%


4.2 Service Availability Measurement 

Service Availability for the Optus Managed Cloud – Compute (VMware) Service is measured using uptime statistics during which:
(xxxii) network paths between the core PE routers and the Optus Infrastructure, are available for unhindered flow of data; and
(xxxiii) the Optus Infrastructure is powered on and available to accept commands through the VPDC Self Service portal or Command Line Interface from you or from Optus staff on behalf of you; 

but excluding a period of Unavailability caused by a Service Level Exclusions.
5. SERVICE REBATES
5.1 In the event that a Service Rebate is claimed in accordance with the terms of this Service Description, Optus will calculate any applicable Service Rebate based on the Monthly Recurring Charge for the affected Service.

Table A: Service Rebates for Standard Service offerings
	Optus Managed Cloud – Compute (VMware) Service Availability Description 
	Service Availability

Standard Service Features
	Service Rebate 
(% of MRC)

	% of time that the Optus Managed Cloud- Compute (VMware) infrastructure is alive, available and is able to transmit data across the network connections, for the relevant month. 
	100% to 99.99%
	0%

	
	99.98% to 99.95%
	5%

	
	99.94% to 99.90%
	10%

	
	99.89% to 99.80%
	15%

	
	99.79% to 99.60%
	20%

	
	99.59% to 99.01%
	25%

	
	Less than or equal to 99.00%
	30%


5.2 Service Rebate Calculation

Service Availability Attainment will be calculated using the following formula:

A = D – E

B = D – (E+F)

C = B/A * 100

Where;

A = Scheduled System Uptime

B = Actual Uptime

C = Service Availability Attainment

D = Number of minutes in measured period

E = Number of minutes of Routine Maintenance 

F = Number of minutes system was not available

6. SPECIAL CONDITIONS 

6.1 Minimum term for service is 12 months.

7. DEFINITIONS 

Terms not defined in these Service Option Terms are as defined in the in the Service Family Terms or the General Terms (in that order) unless inconsistent with the context.

Unavailable or Unavailability means where.
(a) You are unable to run either all or any specific Virtual Machine(s) from within the Optus Managed Cloud – Compute (VMware) VPDC Self Service Portal platform due to an issue with the Optus Managed Cloud Infrastructure; or
(b) You are unable to access your data held on the Optus Managed Cloud Storage Array(s) due to an issue with the Optus Managed Cloud Infrastructure; or
(c) any outage due to scheduled maintenance for the Service exceeds the stipulated weekly Scheduled Maintenance Window.
Service Level Exclusion means Unavailability caused by:
(a) non-availability of your data caused by you issuing a command that prohibits the data from being available;

(b) non-availability of your data caused by your request for a specific MAC that renders the data inaccessible where Optus has advised you that such a command would render the data inaccessible; 

(c) disruption, delay and latency attributed to data traversing over networks outside of the Optus Infrastructure Boundary, including any network access link or other service degradation issues occurring outside the Optus Infrastructure Boundary;

(d) disruption, delay and performance degradation caused by inappropriate sizing of Virtual Machine resources being attributed to any Virtual Machines where Optus has previously advised you that additional Virtual Machine resources (including physical server systems, processors, memory and disk) are needed to ensure disruption, delay and performance degradation doesn’t occur;

(e) insufficient bandwidth or unavailability of the Access Connection and carriage service, which you use to connect to the Service; 
(f) DDoS attacks or similar deliberate or malicious attempts by third parties to interrupt the Service; or
(g) unavailability or degradation of any third party software used with the Service. 

SERVICE OPTION TERMS

Service Option: Optus Managed Cloud - Server
This Service Option forms part of Optus Managed Cloud services.
The Optus Managed Cloud Service Description comprises the following Parts:

· Part 1: Service Family Terms (applicable to all Optus Managed Cloud services); and

· Part 2: These Service Option Terms.
The Service Option Terms are separate terms applicable to each of the Optus Managed Cloud Service Options and are to be read in conjunction with both the General Terms and the Service Family Terms:
2. DESCRIPTION OF THE SERVICE OPTION

1.1 Optus Managed Cloud - Server is a cloud based dedicated server computing service. 
1.2 You are required to purchase at least one type of storage tier suitable for use with the Optus Managed Cloud - Server service.

1.3 You have the option to select from within your allocated pool of accessible servers and depending on your requirements, the use of Optus Managed Cloud - Server infrastructure configured and deployed :
(a) with Managed or Unmanaged Hypervisor service;

(b) with Managed or Unmanaged Operating System(s);

(c) with Managed Virtual Machine(s) when the Managed Hypervisor service option is purchased.

1.4 Additional charges apply if You choose to purchase the Managed Hypervisor service, Managed Operating System(s) or Managed Virtual Machine(s) services.

3. RELATED SERVICE OPTION 

(a) None
4. OPTIONAL SERVICE FEATURES 
4.1 Optus Managed Cloud - Server - available storage tiers:

(a) Standard Storage : provides you with the option to select a quantity of storage space (based on EMC2 storage technologies native to the Optus Managed Cloud – Server platform) and optimised for read-operations and to be used to hold Your data; and
(b) Performance Storage: provides you with the option to select a quantity of storage space (based on EMC2 storage technologies native to the Optus Managed Cloud - Server platform) and optimised for write-operations and to be used to hold Your data.
4.2 Other Available Optional Service Features:

(a) Managed Operating System(s)

(b) Managed Server(s) with Virtualisation

(c) Managed Virtual Machine 
(d) Additional Private Network(s)

(e) Backup & Restoration 

(f) Virtual Firewall Instance

(g) Operating System Software

(h) Application Software

5. SERVICE LEVELS
5.1 Availability 

	PowerON Server
	Service Availability

	15.1 Standard Service Offering
	Server systems allocated to You and managed by You from the Optus resource pool, where the conditions are not met for the Advanced Service Offering.
	99.85%

	15.2 Advanced Service Offering

	Server systems that are managed by Optus where the Managed Hypervisor Service Feature is chosen in conjunction with the Managed Operating System feature and the Managed Virtual Machine feature – and where the server systems are configured with software and hardware clustering by Optus.
	99.95%


5.2 Service Availability Measurement 

Service Availability for the Optus managed Cloud - Server Service is measured using uptime statistics during which:

(a) network paths between the core PE routers and the Optus Managed Cloud Infrastructure, are available for unhindered flow of data; and

(b) the Optus managed Cloud Infrastructure is powered on and available to accept commands from Optus staff on behalf of you; 

but excluding a period of Unavailability caused by a Service Level Exclusions.
6. SERVICE REBATES

6.1 In the event that a Service Rebate is claimed in accordance with terms of this Service Description, Optus will calculate any applicable Service Rebate in accordance with the Table A and/or B (as applicable) below, based on the Monthly Recurring Charge for the affected Dedicated Physical Server system(s) that form the Optus Managed Cloud – Server service.

Table A: Service Rebates for Standard Service Offerings 
	Optus Managed Cloud – Server Service Availability Description 
	Service Availability 
Standard Service Features
	Service Rebate 
(% of MRC)

	% of time that the Optus Managed Cloud - Server infrastructure is alive, available and is able to transmit data across the network connections, for the relevant month
	100% to 99.85%
	0%

	
	99.84% to 99.79%
	5%

	
	99.78% to 99.72%
	10%

	
	99.71% to 99.57%
	15%

	
	99.56% to 99.43%
	20%

	
	99.42% to 99.01%
	25%

	
	Less than or equal to 99.00%
	30%


Table B: Service Rebates for Advanced Service Offerings

	Optus Managed Cloud - Server Service Availability Description 
	Service Availability 
Advanced Service Offerings
	Service Rebate 
(% of MRC)

	% of time that the Optus Managed Cloud - Server infrastructure is alive, available and is able to transmit data across the network connections, for the relevant month. 
	100% to 99.95%
	0%

	
	99.94% to 99.90%
	5%

	
	99.89% to 99.80%
	10%

	
	99.79% to 99.70%
	15%

	
	99.69% to 99.60%
	20%

	
	99.60% to 99.01%
	25%

	
	Less than or equal to 99.00%
	30%


6.2 Service Rebate Calculation

Service Availability Attainment will be calculated using the following formula:

A = D – E

B = D – (E+F)

C = B/A * 100

Where;

A = Scheduled System Uptime

B = Actual Uptime

C = Service Availability Attainment

D = Number of minutes in measured period

E = Number of minutes of Routine Maintenance 

F = Number of minutes system was not available

7. SPECIAL CONDITIONS 

7.1 Minimum term for service is 24 months.

8. DEFINITIONS 

Terms not defined in these Service Option Terms are as defined in the in the Service Family Terms or the General Terms (in that order) unless inconsistent with the context.

Dedicated Physical Server(s) means where Optus provides to you for your use access to server systems that are solely for your use as part of the Optus Managed Cloud – Server service.

Unavailable or Unavailability means where:

(a) Any specific Dedicated Physical Server(s) that form the Optus Managed Cloud – Server service that appear to not be serving application content across the network due to an issue with the Optus Infrastructure; or

(b) Virtual Machine(s) that appear to not be serving application content across the network due to an issue with the Optus Managed Cloud Infrastructure when Optus is providing you with the Managed VMware ESXi service feature, Manage Microsoft HyperV service feature or the Managed Virtual Machine service feature; or

(c) any outage due to scheduled maintenance for the Service exceeds the stipulated weekly Scheduled Maintenance Window.
Service Level Exclusion means Unavailability caused by:
(h) changes that have been made by you to any software installed or running;

(i) changes that have been made by you to any user-access-permissions that are on the Dedicated Physical Servers or Virtual Machines managed by You; 

(j) software that causes non-availability to the Dedicated Physical Server or any Virtual Machine. 

(k) disruption, delay and latency attributed to data traversing over networks outside of the Optus Infrastructure Boundary, including any network access link or other service degradation issues occurring outside the Optus Infrastructure Boundary;

(l) disruption, delay and performance degradation caused by inappropriate sizing of Virtual Machine resources being attributed to any Virtual Machines where Optus has previously advised you that additional Virtual Machine resources (including physical server systems, processors, memory and disk) are needed to ensure disruption, delay and performance degradation doesn’t occur;

(m) insufficient bandwidth or unavailability of the Access Connection and carriage service, which you use to connect to the Service; 
(n) DDoS attacks or similar deliberate or malicious attempts by third parties to interrupt the Service; or
(o) unavailability or degradation of any third party software used with the Service.

SERVICE OPTION TERMS

Service Option: Optus Managed Cloud - Storage
This Service Option forms part of the Optus Managed Cloud service.
The of Optus Managed Cloud Service Description comprises the following Parts:

· Part 1: Service Family Terms (applicable to all Optus Managed Cloud services); and

· Part 2: These Service Option Terms.
The Service Option Terms are separate terms applicable to each of the Optus Managed Cloud Service Options and are to be read in conjunction with both the General Terms and the Service Family Terms:
1. DESCRIPTION OF THE SERVICE OPTION

1.1 The Optus Managed Cloud - Storage Service is different and additional to the native data storage features of the Optus Managed Cloud - Compute and Optus Managed Cloud – Server service(s) and consists of:

(a) Access to NetApp-based Virtual storage array technology allowing for the storage of data;

(b) Access to Storage Volumes (comprising storage trees, storage quotas and data storage and file system access type options);

(c) Access to Snapshot technology (including snapshot restoration and snapshot management);
(d) Access to Replication features allowing you to replicate data between the Optus Managed Cloud - Storage zones and / or with any suitable on-premise NetApp Storage Array technologies that you may have; and 
(e) Access to a Self Service Command Line Interface allowing you to issue commands to perform functions upon your data. 
1.2 Virtual Storage Array

The Optus Managed Cloud - Storage Virtual Storage Array(s) which stores your data, is configured in accordance with your requirements as specified in the Optus Managed Cloud - Storage On-Boarding Form and any subsequent MACs. 
2. STANDARD SERVICE OPTION FEATURES
2.1 Storage Volumes

(a) Optus will setup and configure Storage Volume(s) on the Optus managed Cloud – Storage Virtual Storage Array for use by you.  Each Storage Volume is allocated an amount of space (GB) from the Storage Allowance as agreed with you during the on-boarding process.  This forms the Storage Volume Limit for each Storage Volume.  Optus may not be able to accept your request for storage space allocation if the request is not technically or operationally feasible.
(b) The Storage Volume Limit is the maximum amount of disk storage capacity that you have to store files within the Storage Volume.  The Storage Volume Limit given to a Storage Volume cannot exceed 16 TeraBytes (TB).  Optus will apply the Storage Volume Limit to each Storage Volume.

(c) Additional Storage Volumes can be requested during the term of the Agreement however there is a maximum number of 5 Storage Volumes per Service.  Optus will measure your consumption of storage space and compare this against your Storage Allowance on a monthly basis.  In the event that the storage space consumed is significantly below the Storage Allowance provided to you then Optus will adjust the Storage Allowance to you to 142% of your average monthly quantity of data at rest within the Virtual Storage Array.  In the event that Optus determines that an adjustment is needed then Optus will inform you prior to the adjustment in the Storage Allowance.

2.2 Storage trees

(a) Each Storage Volume requires one or more Storage Tree file structure (also known as a Q-tree).  You must, define in your On-Boarding Form, at least one Storage Tree and can define up to a maximum of 12 Storage Trees per Storage Volume.

(b) You can set up and name the Storage Tree file structure within the Storage Volumes using either the:

(i) Self Service Command Line Interface (refer to the Technical Operations Guide); or

(ii) MAC process (refer to the Customer Support Guide).

(c) Each Storage Tree requires one or more Customer Disks. You must, in the On-Boarding Form define at least one Customer Disk and the File System Access Type that relates to the Customer Disk.  

2.3 Storage Tree Quotas

(a) A Storage Tree Quota can be set for each Storage Tree for the CIFS and NFS File System Access Types.  The Storage Tree Quota represents the maximum limit of data that can be stored within any single Storage Tree.

(b) Optus will set up and configure the Storage Tree Quota(s) within Storage Tree(s) for you using information supplied by you during the on-boarding process and from any subsequent MAC requests.

2.4 Data Storage

You can store and access your data within the root directories of the Storage Trees.  You can request for MACs to be applied to the Virtual Storage Array, Storage Volume(s), Storage Tree(s), Storage Tree Quota(s), and to any data stored. 

2.5 Snapshots

(a) The Snapshot feature can make a copy of all data within a Storage Volume on the Optus Virtual Storage Array(s) at a specific point in time.  The snapshot copy is held within the Storage Volume allocated to You.

(b) Optus will either:

(i) allow up to a maximum of 255 snapshot copies for any specific Storage Volume when the Snapshot features is requested using the MAC process; or

(ii) allow You to create up to a maximum of 255 snapshot copies for any specific Storage Volume when using Snapshot features in conjunction with applicable NetApp Snapshot GUI software.    

(c) You can request the following MACs in relation to the Snapshot features:

(i) request access to be provided to NetApp Snapshot software for use with the Service;

(ii) scheduled recurring or non-recurring snapshots of Your Storage Volumes; 

(iii) restoration of any specific snapshot that has been taken and is stored on the Virtual Storage Array; and
2.6 Self Service Command Line Interface 

The Service includes a Self Service Command Line Interface as detailed in the Optus Managed Cloud – Storage, and Optus PowerON Storage Technical Operations Guide.  You can use the Self Service Command Line Interface to set up, configure and manage the  Storage service option facilities and perform a range of operational functions, including:

(a) creation of CIFS, NFS shares;

(b) setting of Quotas on Storage Trees;

(c) setting and managing file permissions on NFS and CIFS Shares; and

(d) setting up and the management of snapshots.

You are responsible for all commands issued on the Self Service Command Line interface and acknowledge that Commands issued through the interface could affect service levels.

3. RELATED SERVICE OPTION 

(a) None

4. OPTIONAL SERVICE FEATURES

4.1 Optus Managed Cloud - Storage - De-duplication
(a) The De-duplication service feature provides block-level de-duplication of your data held on the allocated Virtual Storage Array or of nominated Storage Volumes within the allocated Virtual Storage Array.  De-duplication removes duplicate blocks of data, storing only unique blocks in the Storage Volume along with a small amount of additional metadata.

(b) De-duplication can be scheduled to occur once every seven (7) days.

(c) The maximum run time allowed per scheduled De-duplication Service is four (4) hours.

(d) The De-duplication of data will run until either the de-duplication of data is

(i) complete; or

(ii) exceeds the maximum 4 hour run time, in which case the de-duplication process is  suspended and continued at the next De-duplication.

(e) Where you elect to cancel or suspend the De-duplication service feature Optus will:

(i) perform an analysis of the Virtual Storage Array allocated to You to determine the additional space required for undoing any data de-duplication; and

(ii) undo any data De-duplication that will result in larger volumes of data being held at rest in the Your Storage Volume(s) within Your allocated Virtual Storage Array.

4.2 Optus Managed Cloud - Storage - Data Replication Service

(a) The Data Replication service feature allows for the replication of Your data held at rest between the Optus Virtual Storage Array zones, or between an Optus Virtual Storage Array and Your compatible storage array(s) from an accessible location.   

(b) The Data Replication Service requires that there is a suitable connection between Your existing storage environment and the Optus Managed Cloud - Storage Service.  It is Your responsibility to ensure that the connection is a suitable connection and meets the requirements set out in the Optus Managed Cloud - Storage Technical Operations Guide.
(c) The Data Replication Service Option requires that you have:

(i) Storage Trees (known as Q-trees to NetApp Customers) identically configured in the exact same manner within the allocated Virtual Storage Array from Optus and within Your existing NetApp Storage environment; and

(ii) a compatible level of NetApp Operating System within Your existing NetApp Storage environment as Optus has within the Optus Managed Cloud - Storage service.

(d) The Data Replication Service Option attracts a fee for use that excludes the cost of transit of data over the Optus carriage service, either:

(i) to or from Your existing NetApp Storage environment; or

(ii) to or from the Optus Managed Cloud - Storage platform.

(e) You will be allocated a specific time slot within the 24 hour period of the day during which time replication can commence.  You must complete the replication of data within the allocated timeframe; otherwise Optus reserves the right to terminate a running replication instance.

(f) You are responsible for checking the integrity of any and all data replicated either to the Optus Managed Cloud - Storage facility, or from the Optus managed Cloud - Storage facility.

(g) You will not be able to use the Data Replication Service Option unless you have appropriate skills in using the NetApp SnapMirror software toolset.  If You do not have such skills you may require other managed services from Optus to carry out the setup, configuration, synchronisation, implementation and ongoing management of replicated data services.  These services will be provided separately and may be requested through your Optus Account Manager.

(h) You can perform replication of data in accordance with published processes and procedures for data replication using the NetApp SnapMirror function as found in documentation available from NetApp (available separately from NetApp at the following URL: www.netapp.com ).

(i) You can purchase and Optus will supply up to:

(i) two (2), four (4)-hour Replication Streams that can be scheduled by Optus to run concurrently; or

(ii) four (4) 24-hour Replication Streams that can be scheduled by Optus to run concurrently.

(j) In the event of any Service Outage or Unavailability, the Data Replication Service will commence at the earliest scheduled time following Unavailability of the Service.

(k) In the event that You need to perform data replication from the Optus managed Cloud -  Storage Service to the your existing storage environment then you can request assistance to perform the replication using the MAC process as set out in the Customer Support Guide.

(l) The Data Replication Service Option is charged in the following manner:

(i) once-off charge for Data Replication service; and

(ii) ongoing monthly charges calculated based on the number of Replication Streams that have been configured for Your use.

4.3 Optus Managed Cloud - Storage - NetApp Software (NetApp SnapDrive or NetApp Manager) 

(a) NetApp Software service feature enables you to:
(i) create up to a maximum of 255 snapshot copies for any specific Storage Volume when using Snapshot features in conjunction with applicable NetApp Snapshot software;   

(ii) scheduled recurring or non-recurring snapshots of Your Storage Volumes; and

(iii) restore any specific snapshot that has been taken that is stored within the Storage Volume on the Virtual Storage Array.

(b) You can request access to be provided to NetApp Snapshot software for use with the Service using the MAC process as described in the Customer Support Guide.

(c) You acknowledge that:

(i) your use of any such third party software is conditional on your acceptance of and compliance with the relevant Third Party Licence Terms.  The relevant end user licence terms (EULA) for NetApp SnapDrive are set out at Appendix 2.  The NetApp EULA terms may be amended from time to time and an up to date copy will be included with the software;

(ii) Optus is not the manufacturer of the third party software, and does not make any warranties with respect to the software. The only warranties, if any, available to you are the standard third party software manufacturer warranties, as set out in the Third Party Licence Terms. Optus will use reasonable endeavours to transfer the benefit of the Third Party Licence Terms to you; and

(iii) the Third Party Software is subject to U.S. and Australian export control laws and may be subject to export or import regulations.   You agree to comply with all applicable regulations and obtain any applicable licenses or other authorizations to export, re-export, or import the Software.

4.4 Optus Managed Cloud - Storage – available storage tiers:

(a) Standard Storage – provides you with the option to select a quantity of storage space (based on NetApp storage technologies with features such as de-duplication, replication and snapshots) where large storage volumes up to 16TB in size are required.  The storage tier is optimised for read-operations and can be used to hold Your data;
(b) Performance Storage – provides you with the option to select a quantity of storage space (based on NetApp storage technologies with features such as de-duplication, replication and snapshots) where large storage volumes up to 16TB in size are required.  The storage tier is optimised for write-operations and can be used to hold Your data;
4.5 Other Available Optional Service Features:

(a) Additional Private Networks
(b) Backup & Restoration
(c) Virtual Firewall Instance
5. SERVICE LEVELS
5.1 Availability 

	Optus Managed Cloud - Storage
	Service Availability

	Optus managed Cloud - Storage
	Customer can access the Optus Managed Cloud - Storage Self Service Command Line Interface and data is accessible on the Optus Infrastructure.
	99.99%


5.2 Service Availability Measurement 

Service Availability for the Optus Managed Cloud - Storage Service is measured using uptime statistics during which:

(p) network paths between the core PE routers and the Optus Managed Cloud Infrastructure, are available for unhindered flow of data; 

(q) the Optus managed Cloud Infrastructure is powered on and available to accept commands from Optus staff on behalf of you; and

but excluding a period of Unavailability caused by a Service Level Exclusions.

6. SERVICE REBATES
6.1 In the event that a Service Rebate is claimed in accordance with the terms of the Service Family Terms under Table A, Optus will calculate any applicable Service Rebate based on the Monthly Charge (MC) for storage space consumed for that month.

Table A: Service Rebates – Optus Managed Cloud - Storage

	Optus Managed Cloud - Storage Service Availability Description 
	Service Availability 

	Service Rebate 
(% of MC)

	% of time that the Optus Managed Cloud - Storage infrastructure is alive, available and is able to transmit data across the network connections, for the relevant month. 
	100% to 99.99%
	0%

	
	99.98% to 99.95%
	5%

	
	99.94% to 99.90%
	10%

	
	99.89% to 99.80%
	15%

	
	99.79% to 99.60%
	20%

	
	99.59% to 99.01%
	25%

	
	Less than or equal to 99.00%
	30%


6.2 Service Rebate Calculation

Service Availability Attainment will be calculated using the following formula:

A = D – E

B = D – (E+F)

C = B/A * 100

Where;

A = Scheduled System Uptime

B = Actual Uptime

C = Service Availability Attainment

D = Number of minutes in measured period

E = Number of minutes of Routine Maintenance 

F = Number of minutes system was not available
Example Rebate Calculation:  Optus Managed Cloud - Storage platform unavailable for 3 hours (outside of any scheduled outages) in a 30 day month: 

A = D -E

B = D - (E + F)

C= B/A x100

	A
	Scheduled System Uptime
	42240

	B
	Actual Uptime
	42060

	C
	Service Availability Attainment
	99.57%

	D
	Number of minutes in measured period
	43200

	E
	Number of minutes of scheduled routine maintenance
	960

	F
	Number of minutes system was not available
	180


Based on a Service Availability Attainment of 99.57% the applicable rebate is 25% of the Monthly Charge (based on the average quantity of storage space consumed).

If the Customer has stored 5 TeraBytes of data on the Optus Managed Cloud – Storage platform where:

 4 Terabytes of which was non de-duped data; and

1  Terabyte was de-duped data

then the calculation would be:
((4 Terabytes of non de-dupe data) * NonDedupe MRC ) * 25% = Rebate1

((1 Terabyte of de-duped data) * DedupeRate MRC ) * 25% = Rebate2

Total Rebate Due = Rebate1 + Rebate2
7. SPECIAL CONDITIONS 

7.1 Minimum term for service is 12 months.
8. DEFINITIONS 

Terms not defined in these Service Option Terms are as defined in the in the Service Family Terms or the General Terms (in that order) unless inconsistent with the context.

Monthly Charge means the charges for the average storage space consumption in any given month.  The average storage space is calculated from the measured daily amount consumed and then divided by the number of days in the calendar month.

Unavailable or Unavailability means :
(a) the amount of time that you are unable to access your data, the Virtual Storage Array Storage Volumes, or the Storage Tree File Structure on the Virtual Storage Array that is not related to an Excluded Event; and
(b) any outage due to scheduled maintenance for the Service exceeds the stipulated weekly Scheduled Maintenance Window.
Service Level Exclusion means Unavailability caused by:
(r) non-availability of your data caused by you issuing a command that prohibits the date from being available;

(s) non-availability of your data caused by your request for a specific MAC that renders the data in accessible where Optus has advised you that such a command would render the data inaccessible; 

(t) disruption, delay and latency attributed to data traversing over networks outside of the Optus Infrastructure Boundary, including any network access link or other service degradation issues occurring outside the Optus Infrastructure Boundary;

(u) insufficient bandwidth or unavailability of the Access Connection and carriage service, which you use to connect to the Service; 
(v) DDoS attacks or similar deliberate or malicious attempts by third parties to interrupt the Service; or
(w) unavailability or degradation of any third party software used with the Service. 
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