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Terms & Conditions
 

Please read these terms and conditions ("terms", "terms and conditions") carefully before using the Service operated by Cloudflow Pty Ltd ("us", 'we", "our").

By using our Service, you accept these terms and conditions in full; accordingly, if you disagree with these terms and conditions or any part of these terms and conditions, you must not use our Services.

By using our Service, you also agree that the billing relationship is between you and Optus. Optus will invoice each Customer for each Service ordered from us by the Customer.
1. Service and Deliverables

1.1. We will supply to you and you will purchase from us Services or Deliverables on the terms of the Agreement with your reseller.
1.2. You must provide any input we request as soon as possible upon our request.

1.3. We will perform the Services and deliver to you the Deliverables in accordance with the agreement with your reseller.

1.4. We aim to perform Services and deliver Deliverables by the relevant delivery date set out in the agreement with your reseller, but we do not guarantee that we will do so.

1.5. The acceptance process for a Deliverable may be set out in the agreement with your reseller. Where no acceptance process is set out, acceptance of a Deliverable occurs automatically on the date you use that Deliverable in any way (except for test purposes).

2. Term and Termination 

2.1. This Agreement begins on the Start Date of the agreement with your reseller and continues until the end date of the agreement with your reseller unless terminated earlier.

2.2. We may limit, suspend or cancel the provision of a Service at any time without notice to you if the supply or use of a Service is, or is likely to become, unlawful.

2.3. We may limit, suspend or cancel the provision of a Service at any time by notice to you:
a) if the Australian Competition and Consumer Commission (ACCC) issues or we reasonably anticipate that the ACCC may issue a competition notice in relation to a Service;

b) if you are or become a carrier of carriage service provider (as defined by the Act);

c) if you do not pay any amounts due for that Service on time; or

d) if an administrator, receiver, liquidator or provisional liquidator is appointed to you, or you are unable to pay your debts when they are due.

2.4. If a party commits a material breach of the Agreement and does not remedy the breach within 30 days of receiving a notice to do so, then the other party may terminate the Agreement.

2.5. Upon expiry or termination of the Agreement by us or by you (other than for our material breach):

a) you must pay us all outstanding invoices by the due date and within 30 days of request for payment, all other amounts outstanding as at the date of, or arising as a result of, expiry, termination or cancellation (including any early termination charges set out in the agreement with your reseller); and

b) all rights a party has accrued before expiry, termination or cancellation continue.

2.6. If this Agreement expires or terminates for any reason, clauses 7 (Payment), 8.5 (Materials), 9 (Confidentiality), 10 (Liability) and 11 (General) continue in full force and effect.

3. Our commitment to you

3.1. We will:
a) ensure that any Deliverables or goods supplied in connection with the Services are reasonably fit for the purpose for which they are supplied;

b) ensure that all work we perform in connection with the Services is carried out by competent and suitably qualified personnel; and

c) provide the Services with due care and skill, but do not guarantee that they will be continuous or fault free.

4. Your commitment to us

4.1. In addition to any obligations set out in the agreement with your reseller, you:
a) must give us access to your sites, equipment and appropriate resources and ensure that your sites comply with all health, safety, environment and community laws and regulations;

b) must obtain any consents and fund any site access and induction fees that are necessary to enable our personnel to access your sites;

c) must ensure that all equipment connected to the Services by you, or on your behalf, is technically compatible with the relevant Service(s) and that your premises and the equipment complies with and is used in accordance with all reasonable procedures notified by us and any applicable legislation;

d) must not alter, tamper, reverse engineer, repair or attempt to repair the Services or cause, or allow, a third party to do any of these acts;

e) are solely responsible for selecting, supplying and maintaining your own facilities and equipment;

f) are solely responsible for the content and security of any data or information which you send or receive using the Services;

g) are solely responsible for any use of the Services on your premises, by you or any third party whether authorised or not; and

h) must not resell, resupply or share a Service to or with any third party without our consent.

5. Title and risk

5.1. Risk in a Deliverable passes to you when we deliver that Deliverable to you. You must not pledge or encumber a Deliverable until title has passed to you.
5.2. Property in and title to a Deliverable resides with us until you have paid us in full the applicable Fee for that Deliverable.
6. Defects

We do not represent or warrant to you that each Deliverable will be free from defects or that your Service will be fault free.

7. Payment
7.1. Pricing for each Product and any terms and conditions for invoicing and payment will be established by your reseller.
8. Materials
8.1. We grant to you a non-exclusive, non-sub-licensable and non-transferable licence to use, adapt and reproduce the Licensed Material incorporated in a Deliverable solely for your internal business purposes.
8.2. As between you and us, we retain all right, title and interest (including Intellectual Property Rights) in and to the Licensed Material, and you acquire no interest in or to the Licensed Material, other than the licence set forth in clause 8.1.
8.3. You or your licensors retain ownership of the Intellectual Property Rights in your Material. You grant us a royalty-free license to use your Material for the sole purpose of performing our obligations under this Agreement.
8.4. Unless otherwise agreed in the agreement with your reseller, we (or our third parties) own all Intellectual Property Rights in and to all Deliverables arising out of the provision of the Services and you hereby assign all such Intellectual Property Rights to us as and from the date those rights are created.
8.5. You must pay any loss, damage, liability, costs or expenses incurred by us as a result of a claim that your Material or its use by us in accordance with the terms of this Agreement infringes the Intellectual Property Rights of any person.
9. Confidentiality 
9.1. Each party must treat the provisions of this Agreement and all information provided by the other party under this Agreement (including our technical, operational, billing, pricing and commercial information in relation to the supply of Services and Deliverables) as confidential information.
9.2. A party must not disclose the other party’s confidential information to any person except:
a) to its employees, lawyers, accountants and our Personnel on a ‘need to know’ basis provided those persons first agree to observe the confidentiality of the information;
b) with the other party’s prior written consent;
c) if required by law, any regulatory authority or stock exchange; or
d) if it is in the public domain.
9.3. You agree and will ensure that your Personnel, your related bodies corporate and their Personnel, and any individuals, who receive services or whose information is disclosed to us, in connection with this agreement, are aware that we may use and disclose information about you and each of them in accordance with our Privacy Statement (as amended by us from time to time). Our Privacy Statement is described in Addendum B.
10. Limitation of liability
10.1. We accept liability arising from our breach of contract or negligence:
a) for any personal injury or death to you, your employees, agents and contractors in relation to the supply of the Services;
b) for any damage to your real or tangible property resulting from the supply of the Services, but we limit our liability to our choice of repairing or replacing the property or paying the cost of repairing or replacing it; and
c) for any other cost or expense you reasonably incur that is a direct result of, and flows naturally from, such breach or negligence (but excludes loss of profits, revenue, business opportunities, likely savings and data), but we limit our liability for all such claims in aggregate to the total amount payable to us under this Agreement during the first year of this Agreement.
10.2. Other than for the liability we accept under clause 10.1, we exclude all other warranties, rights, remedies and liability to you or a third party for breach of contract, negligence or breach of any other law. For any liability which cannot lawfully be excluded, but can be limited, our liability is limited to our choice of re-supplying or paying the cost of re-supplying services and repairing, replacing or paying the cost of repairing or replacing goods.
10.3. Notwithstanding anything else in this clause 10, our liability will be reduced to the extent the loss or damage is caused by you, your employees, agents or contractors.

11. General
11.1. This Agreement constitutes the entire agreement between the parties about the Services, and supersedes any previous agreement or representation relating to the Services. If there is an inconsistency between the parts of this Agreement, the document listed earlier in the definition prevails to the extent of the inconsistency.
11.2. This Agreement is governed by the laws of the Australian State or Territory in which your principal place of business is located. Each party submits to the non-exclusive jurisdiction of the courts of that place and the courts of appeal from them.
11.3. This Agreement or the agreement with your reseller will only be varied by written agreement between the parties.
11.4. Each party warrants to the other that entering into and performing its obligations under this Agreement does not breach any of its contractual obligations to any other person.
11.5. You warrant that you have not relied on any representations or warranties by us other than those in this Agreement.
11.6. If a party is unable to perform or is delayed in performing an obligation under this Agreement (other than an obligation to pay money) because of an event beyond that party’s reasonable control (Force Majeure Event), that obligation is suspended bu
11.7. t only so far and for so long as it is affected by the Force Majeure Event.
11.8. The parties agree to use best endeavours to resolve in good faith any dispute concerning this Agreement. Each party must follow the procedures in this clause before starting arbitration or court proceedings (except for urgent injunctive or declaratory relief). If a dispute arises between the parties that cannot be resolved promptly between our contact person and your contact person, either party may notify the other party of a formal dispute. Each party must nominate a senior executive to meet within 7 days of the notice (or another agreed period) to try and resolve the dispute. If the dispute remains unresolved, the parties must try to resolve it by mediation administered by the Australian Commercial Disputes Centre according to its Mediation Guidelines.

11.9. A party must not assign its rights or novate its obligations under this Agreement without the other party’s prior written consent, which must not be unreasonably withheld.

11.10. Where any person makes a claim for intellectual property right infringement in connection with the provision of Services or materials by us, we may modify, limit, suspend or cancel the provision of Services and/or Deliverables or materials, if required, in response to the claim.

11.11. In some cases, we may perform part or all of our obligations under this Agreement by assigning them to a third party or third parties. In such cases, we are responsible for the performance of the third parties.

12. Definitions
The following definitions apply in this Agreement, unless the contrary intention appears.
Act means the Telecommunications Act 1997 (Cth)
Agreement means an agreement with your reseller or quote together with these Cloud Flow Terms & Conditions.
Agreement means the agreement with your reseller which has been signed by you and Optus, which is the written agreement you complete to request that we supply the service to you as described in the Service Description.
Agreement Term means the period described in the agreement with your reseller and, if no period is specified, starts on the Start Date and ends on the date the Services and/or Deliverables are provided to you.
Business Day means any day other than a Saturday, Sunday or recognised public holiday in the jurisdiction in clause 11.2.
Customer means a customer (“you”) of Optus that also agrees to receive the Services from Supplier.

Defect means any characteristic which makes the whole or any part of the Deliverable materially inoperable or materially inconsistent with the agreement with your reseller and this has not occurred due to any action or inaction by you or another third party.
Deliverable means an item (including, without limitation, any software or hardware) required to be provided to you or a task to be completed by us for you as specified in the agreement with your reseller.
Fees means the fees and charges set out in the agreement with your reseller.
Intellectual Property Rights means all current and future registered rights in respect of copyright, designs, circuit layouts, trademarks, trade secrets, domain names, database rights, know-how and confidential information and any other intellectual property rights as defined by Article 2 of the World Intellectual Property Organisation Convention of July 1967, excluding patents.
Licensed Material means all Material comprised in a Deliverable, including Material created or developed by us or licensed to us or on our behalf, supplied by us to you under the agreement with your reseller excluding your Material.
Material means all material in any form, including documents, reports, products, equipment, information, data, software, software tools and software development methodologies.
Personnel means a person’s officers, employees, agents, contractors and sub-contractors and in our case includes our Related Bodies Corporate.
Privacy Statement means the Privacy Statement as described in Addendum B.
Related Body Corporate has the meaning given to it by the Corporations Act 2001 (Cth).
Service Description means the services described in in the Service Description describe Addendum A.
Service Level Agreement (SLA) means a new and separate agreement between you and us for the ongoing supply of products and service, as defined in the SLA, and will include such things as response times determined by the severity of the situation.
Statement of work (SOW) means a document to define, but not limited to, project-specific activities, deliverables and timelines for us providing services to you.
Supplier means Cloud Flow Pty Ltd (“us”, “we”, “our”).
Start Date means date this Agreement is signed by the last party.
Taxes means a tax, levy, duty, charge, deduction or withholding, however described, imposed by law or a government agency, together with any related interest, penalty or fine, including in respect of GST, but excluding income tax.
We, us, our means Cloud Flow Pty Ltd ABN 49 154 223 980.
You or your means the customer identified in the agreement with your reseller.
Addendum A

Service Description Definition

Cloud Flow Support Plans
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About this Service Description
This is the Service Description for the Cloud Flow App and Device Support Plans

Support Plans

Support Plan Types

We provides two types of support plans:

· Office 365 App Support Plans (Business Hours and 24x7)

· Device Support (Mobile Device only, or Desktop & Mobile Device)

Office 365 App Support Plans

The following sections relate to the plans in the table below:


	Plan

	Office 365 App Support (Business Hours) plan

	Office 365 App Support (24x7) plan


Intent
The intent of the Office 365 Support plans (both Base and Premium levels) is to allow the unobstructed enjoyment of Office 365’s commonly used features within business as usual circumstances.  This includes assistance with configuring and using the product(s), and helping when a user encounters a problem. 

Important notes: Business As Usual is defined as the continuous, day-to-day, unchanging condition of your devices and applications. Activities which are not business as usual are generally not applicable under any support plan provided by us.

Eligibility 

These plans are available to

· new and existing Optus customers connecting to the service who pass Optus’ credit assessment; and

· customers who are Small Businesses;

· customers who have purchased the included Software from Optus; OR

· have their licenses transferred to Optus; OR

· otherwise own compatible licenses; and

· who have supported devices; and

· operate their devices in accordance with vendor guidelines; and

· keep their devices and applications up to date.

Minimum Term

These plans have a fixed length agreement with a 12 month minimum term.
Plan Changes

You can change your plan during the minimum tern term provided you move to a plan with a higher monthly access fee. You cannot change your plan during the minimum term to a plan with the same or lower monthly access fee. If you change your plan during the minimum term a fee may apply.

Table 1 – Plan Inclusions and Charges

	
	Office 365 App Support (Business Hours)
	Office 365 App Support (24 X 7)

	Setup & Support of 365 Apps (both web and Installed on mobile, tablet, PC)
	x
	x

	O365 Backup Beyond 30-days of:

Exchange online email, contacts and calendars

SharePoint Online Documents

OneDrive for Business documents

Public shared folders in Exchange Online


	
	x

	Hours of support 
	8am-8pm Monday - Friday
	24 X 7

	Establishment of the Office 365 tenancy (singular)
	x
	x

	Addition or adjustment of the appropriate groups, lists, permissions and contacts
	x
	x

	Addition or administration of users and permissions
	x
	x

	Creation of appropriate external DNS records for Exchange Online, Skype for Business and SharePoint online
	x
	x

	Assistance with normal operation of the standard features within with the web edition of an Included Software
	x
	x

	Assistance with normal operation of the standard features within with the computer-based edition of an Included Software
	x
	x

	Assistance with device connection and synchronisation
	x
	x

	Configuration of Active Directory Sync
	
	x

	Adds / moves / changes inside tenancy
	x
	x

	SLA Response Times – Base (see table below)
	x
	

	SLA Response Times - Premium (see table below)
	
	x


Supported Software

Services outlined in this pricing table and your agreement will only apply to the following software.

· Exchange Online

· SharePoint Online

· OneDrive for Business

· Skype for Business

· Word Online

· Excel Online

· Publisher Online

· OneNote Online

· PowerPoint Online

· Outlook Web App

· Word

· Excel

· Outlook

· PowerPoint

· Publisher

· Exclusions
Exclusions

The intent of the Office 365 Support plans (both Base and Premium levels) is to allow the unobstructed use of Office 365’s commonly used features under business as usual conditions only. The following activities (not limited to) are examples of what is not included as part of the plan:


· Installation & support of third-party software

· Integration or interoperation between one system and another

· Any on-site support

· Support for any application not included in the Included Application list above

· Support for the interoperability with another non-Office 365 application

· Support for advanced features of the applications

· NB: support in these instances is provided on a best-effort basis

· Support in instances where the minimum system, environment, network, patch level or other requirements (specified from time-to-time by Microsoft) are not met

· Support on systems where other applications may impact the normal use of Office 365 applications

· Support for browsers other than Chrome, Firefox, Internet Explore and Edge, or any browser where the patch or version level is not at the supported level

· Support for applications loaded to a PC or Apple Mac where the operating system or hardware are un-supported by Microsoft

· Support for applications loaded onto a mobile device other than Android or IOS

Service Level Agreement

The Service Level Agreement dictates how fast we will aim to respond to your requests or incidents. 

Note: For more details of how we determine the level of priority, please see the section below, entitled: How we handle your Incidents and Requests - priority levels

The table below indicated the response and resolve times for the Office 365 App Support – Base.

	Severity
	Respond
	Resolve

	Critical (Priority 1)
	3 hrs
	24 hrs

	High (Priority 2)
	3 hrs
	24 hrs

	Medium (Priority 3)
	12 hrs
	48 hrs

	Low (Priority 4)
	12 hrs
	72 hrs


The table below indicated the response and resolve times for the Office 365 App Support – Premium.

	Severity
	Respond
	Resolve

	Critical (Priority 1)
	1.5 hrs
	24 hrs

	High (Priority 2)
	2 hrs
	24 hrs

	Medium (Priority 3)
	12 hrs
	48 hrs

	Low (Priority 4)
	12 hrs
	72 hrs


Mobile Device Support Plan

This section relates to the following plans. 

	Plan

	Mobile Device Support


Intent
The intent of the Mobile Device Support Plan is to allow for the unobstructed enjoyment of the Mobile Device’s standard, commonly-used, features.  This includes assistance with configuring and using the product(s), and helping when a user encounters a problem. 

Important notes: Business As Usual is defined as the continuous, day-to-day, unchanging condition of your devices and applications. Activities which are not business as usual are generally not applicable under any support plan provided by us.

Eligibility 

These plans are available to

· new and existing Optus customers connecting to the service who pass Optus’ credit assessment; and

· customers who are Small Businesses; and

· have supported devices; and

· operate their devices in accordance with vendor guidelines; and

· keep their devices and applications up to date.

Minimum Term
These plans have a fixed length agreement with a 12 month minimum term.

Plan Changes

You can change your plan during the minimum tern term provided you move to a plan with a higher monthly access fee. You cannot change your plan during the minimum term to a plan with the same or lower monthly access fee. If you change your plan during the minimum term a fee may apply.

	
	Mobile Device Support

	Support for the ongoing and unchanging state of a product, service, or system on Supported Mobile Device’s commonly-used features
	x

	General hardware support via MDM platform
	x

	Best-effort support for all third-party software
	x


Included Applications

Services outlined in this document and your agreement will only apply to the following software.

· Ordinary features which are bundled with IOS or Android device

· Best-effort support assistance for third party applications

Exclusions
For the avoidance of doubt, anything not included in the scope above is excluded. Some examples (not limited to) of services which are out of scope.

· Any on-site support

· Support for any application not included in the Included Application list above

· Support for the interoperability of the Supported Mobile Device(s) with a non-supported device

· Support (other than on a best-effort basis at CF’s discretion) for third-party applications

· Installation of patches or updates (this is the responsibility of the mobile network carrier)

Service Level Agreement

The Service Level Agreement dictates how fast we will aim to respond to your requests or incidents. 

Note: For more details of how we determine the level of priority, please see the section below, entitled: How we handle your Incidents and Requests - priority levels

The table below indicated the response and resolve times for this Plan.


	Severity
	Respond
	Resolve

	Critical (Priority 1)
	3 hrs
	24 hrs

	High (Priority 2)
	3 hrs
	24 hrs

	Medium (Priority 3)
	12 hrs
	48 hrs

	Low (Priority 4)
	12 hrs
	72 hrs


Desktop & Device Support Plan

This section relates to the following plans. 

	Plan

	Desktop & Device Support


Eligibility 

These plans are available to

· new and existing Optus customers connecting to the service who pass Optus’ credit assessment; and

· customers who are Small Businesses; and

· customers who have purchased the included Software from Optus.

Minimum Term
These plans have a fixed length agreement with a 12-month minimum term.
Plan Changes

You can change your plan during the minimum tern term provided you move to a plan with a higher monthly access fee. You cannot change your plan during the minimum term to a plan with the same or lower monthly access fee. If you change your plan during the minimum term a fee may apply.

	
	Desktop & Mobile Device Support

	Business as usual support for general PC operating system issues on a Supported PC Device
	x

	Best-effort support for all third-party applications
	x

	Proactive monitoring of the device’s 1) Operating System 2) Hardware (where possible), disk space, anti-virus status (where possible) and backup status (where possible)
	x


Included Systems

Services outlined in this pricing table and your agreement will only apply to the following software.

· The Windows or Mac operating system (that is supported by either Apple or Microsoft at the time)

· Third-party applications under a best-effort basis

· Hardware troubleshooting and remediation (only in conjunction with a vendor warranty)

Exclusions

Support for non-supported applications is provided on a best-effort basis. Support is limited to software running exclusively on your Supported Device. In cases where a server, or any third-party service is required, we may ask you to refer to the party responsible for the support of the third-party system. Other examples (not limited to) of excluded actives are:

· Any on-site support

· Support for any applications (other than on a best effort basis)

· Any enhancements, upgrades or major changes
Service Level Agreement

The Service Level Agreement dictates how fast we will aim to respond to your requests or incidents. 

Note: For more details of how we determine the level of priority, please see the section below, entitled: How we handle your Incidents and Requests - priority levels

The table below indicated the response and resolve times for this Plan.


	Severity
	Respond
	Resolve

	Critical (Priority 1)
	3 hrs
	24 hrs

	High (Priority 2)
	3 hrs
	24 hrs

	Medium (Priority 3)
	12 hrs
	48 hrs

	Low (Priority 4)
	12 hrs
	72 hrs


How we Handle Your Incidents and Requests - Priority Levels

This section applies to the following products:

· Office 365 App Support Plans (Base level and Premium level)

· Device Support (Mobile Device only, or Desktop & Mobile Device)
The Priority level, in conjunction with the Plan’s Service Level Agreement determines how we handle a request or an incident. 

We determine the severity levels when we are first made aware that action is needed within the hours of support with your Plan.

Priority levels are determined by the first contact Engineer, and is determined using a combination of:


· The number of users or customers affected by the problem

· the level of damage which could feasibly occur

· whether any risks exist, or are foreseeable

· whether the impact of the problem is likely to increase rapidly

· whether any irreversible impact is reasonably foreseeable

Important note: The service level agreement makes no reference or inference to the Office 365 product itself, but rather to the Ongoing Support and Setup of the Office 365 product.

Examples of priority levels:

Priority 4 Example: A new user is starting next month, and we require a new user account to be created

Priority 3 Example: A single user’s email is not working on their mobile device

Priority 2 Example: A small  number of users’ Outlook will not open. The users are still able to access their emails on the Web Mail applications, but not on their mobile devices or on their workstations

Priority 1 Example: The whole company cannot access their emails, and there are important emails which need to be sent urgently to clients

How to Access Support

When you wish to raise a request for support, you can do so in the following ways:

By calling 1300 298 160, or by emailing support@cloudflow.com.au 

The management of your support request is the responsibility of the Service Delivery Manager. If you feel that your issue requires more attention, you can either call and ask for the Service Delivery Manager or email escalations@cloudflow.com.au. Your Service Delivery Manager also help you lodge a complaint. 

Addendum B

Privacy Statement

This statement is our privacy policy. It sets out how we manage your information and other information.

Your information: When we refer to your information, we are referring to your information, as defined under the Privacy Act 1988 (Cth)

Sensitive information: The Privacy Act 1988 (Cth) defines some types of information as sensitive. We don’t commonly collect sensitive information, which includes information about a person’s race, ethnic origin, political opinions, health, religious or philosophical beliefs and criminal history.  In the event we require any sensitive information we would only collect this with your permission, and we will only use it for the purpose for which you provided it.

Why We Collect Information
We collect information from you and in relation to your activities when it is reasonably necessary for a business purpose.

This means we collect it to supply you with the products and services you have asked for, and to provide you with the best possible service.

· Other reasons we collect information are to:

· Understand you, and how we can meet your needs now and in the future.

· Develop or evaluate products.

· Manage our business.

· Comply with our legal obligations.

The Type of Information We Collect
Depending on the circumstances, we may collect and hold a range of different information about you. This can include name, date of birth, contact details (including address, email address, phone number or mobile telephone number), occupation, username or password and information about how you use our products and services.
What we collect straight from you
Most of the information we collect, such as your name and address, we collect directly from you. For example, you might fill out a form, or give it to one of our representatives on the phone.

Parties we work with
We sometimes team up with other companies to offer products. If you purchase a product that is delivered by one of our partners, we'll give them the information they need to provide it and manage their relationship with you.

In these circumstances, we have arrangements in place with our partners that limit their use or disclosure of your information to these purposes.

Outsourcing and third parties
We work with third parties to provide some types of sales, business and customer support. They may have access to systems that include your information. These companies are subject to strict controls that protect your information from unauthorised use or disclosure, and limit their access to your information to the extent necessary to do their job.

Access to information from overseas
Some of the parties mentioned above are located overseas, but again, we only give them secure access to the information they need to do their job. These overseas companies are involved in providing services like data storage, data analysis and customer and technical support, and they do it from countries like Singapore, US and India.

Cloud Flow maintains effective control of your information at all times, including by ensuring that parties located overseas are subject to strict controls that limit access and subsequent handling of your information to the extent strictly necessary to perform the relevant function and protect your information from unauthorised use and disclosure.

Legal obligations and other privacy exceptions
We give access to information where we are permitted or obliged to do so by Australian law. For example, in some circumstances we will use or disclose information to react to unlawful activity, serious misconduct, or to reduce or prevent a serious threat to life, health or safety. We are obliged to cooperate with law enforcement bodies in some circumstances. We may disclose information, including information about phone calls and service use, when we receive an access request or warrant that is authorised under Australian law.

Others
Aside from the above, we will only disclose information to others if you've given us permission, or if the disclosure relates to the main reason we collected the information and you'd reasonably expect us to do so.

Security
Security is serious. We're committed to protecting your information. Some of the security measures we use include:
· Firewalls and access logging tools that protect against unauthorised access to your data and our network.

· Secure work environments and workflow systems that prevent unauthorised access and copying of your information.

· Secure server and closed network environments.

· Encryption of data in transit.

· Virus scanning tools.

· Management of access privileges, to ensure that only those who really need it can see your  information.

· Ongoing training and security reviews.

These measures are robust, but security risks do change. We will remain vigilant in our efforts to protect your information.

How to Contact Us
If you have any questions in relation to this Statement, our management of your information or you would like a copy of this statement sent to you, please let us know by contacting us on 1300 298 160 or emailing us at support@cloudflow.com.au
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