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Security Assessment Service

 Identify security weaknesses to better protect your business.

Plan and protect 
early-on

Optus Business offers a professional security 
assessment service to assist you in identifying 
and assessing ICT security risks across your 
business. It is a collaborative process. We help 
you to understand your security risks, identify 
vulnerabilities, the likelihood of a compromise 
occurring and how this may impact your 
business.

Security Assessment results help you to 
prioritise remediation activities and to focus 
on closing paths of least resistance. Early 
detection enables you proactively reduce 
risk exposure and provides a mechanism for 
enhancing current and newly implemented 
security controls.

Features
•• �Risk identification, criticality analysis, 

and risk exposure results are tailored 
to business critical infrastructure and 
network assets.

•• Security Assessments areas of focus 	
	 include: 
 
     – Security Overview and Current-state 	
        Assessment

     – Security Framework Policy and Procedure     
        Review

     – Network Architecture Review and Testing

     – Application Review and Testing

     – Penetration Testing 

•• �Security Risk Assessment results provide 
organisations with clear direction so 
solutions to real risk problems can be 
planned and implemented.

•• �Compliments the Security Information 
Risk Management Lifecycle with a 
proactive approach to managing risk.

Benefits

•• Improved risk awareness and 	
	 countermeasures.

•• �Proactive planning to protect the 
integrity of your business brand 
and reputation.

•• �Less costly than recovering 
from an attack costing you time, 
money, loss of service, damage to 
reputation and shareholder value.

•• �Assists your business planning by 
helping you to define what critical 
controls need improving.

•• �Helps you to determine where 
investment is needed to maintain 
security levels and institute best 
practice.

•• �Helps you to establish priorities 
and a security roadmap to suit 
your budget and timelines.

•• �Being proactive  enables you 
to better respond to audits, 
and protect critical business 
infrastructure.

•• �Helps you to achieve a balance 
between expenditure and risk 
exposure.

•• �Provides a mechanism for testing 
non-compliance with security.

•• Risk calculation using industry 	
	 leading methods and standards.
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�“Early detection  
enables you to  
proactively reduce risk  
exposure while  
providing a mechanism 
for enhancing current 
and newly  
implemented security 
controls.”
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