MTP Behavioural Risk Analysis

An advanced approach to

comprehensive mobile security
fes

Traditional anti-virus and app reputation solutions can identify
known threats on smartphones and tablets, but they can't detect
zero-day malware or vulnerabilities in networks, operating systems,
SMS messages and apps. It's time to take a new approach.

Only solutions that can analyse behaviour across all three vectors for
indicators of attack can protect mobile devices effectively to keep

them safe from cyber criminals. Optus Mobile Threat Prevention (MTP)
powered by Check Point identifies threats using on-device, network- and
cloud-based algorithms, and triggers automatic defence responses that
keep mobile devices and the data on them protected.

Optus MTP app

Optus MTP is a lightweight app for iOS and Android™ that gathers
data and helps analyse threats to devices in your environment. It
monitors operating systems, SMS messages, information about apps
and network connections that Optus MTP uses to identify suspicious or
malicious behaviour.

Privacy and performance

To protect user privacy, Optus MTP never collects or examines content or
files. Instead, it examines critical risk indicators found in the anonymised
data it collects. Some analysis is performed on the device while other
more resource-intensive analysis is performed in the cloud. This approach
minimises impact to device performance and battery life without
changing the end-user experience.

Network analysis

Everybody uses public Wi-Fi® hotspots, but they're also an easy way to fool
users into joining fake, malicious networks. Cybercriminals can use these
man-in-the-middle (MitM) attacks to intercept communication between
two or more parties, allowing them to capture or alter data in transit.

Two common types of MitM attacks are SSL stripping and SSL bumping.
SSL stripping circumvents automatic redirection to secure HTTPS
connections, and SSL bumping uses fake SSL certificates to fool apps
and browsers into believing they're using private web connections.

Optus MTP detects these types of attacks which can leave sensitive data
unprotected and open to the prying eyes of cyber criminals. When a user
connects to a Wi-Fi network, the Optus MTP app validates the integrity
of SSL connections to detect compromises. It also checks the security of
a connection using a cloud-based honeypot that detects if someone is
using a MitM attack to break the connection.

SMS phishing analysis

The Anti-SMS phishing attack feature of Optus MTP detects malicious
links, including tiny URLs, in SMS messages and alerts the user
through the Optus MTP app notifications. The user is provided with
detailed information about the threat in the Optus MTP app, with a
recommendation to delete the message. Once the message is deleted,
the alert is removed.

Optus MTP Anti-SMS phishing attack is powered by ThreatCloud™,
Check Point's collaborative network and cloud-driven knowledge base
that delivers real-time, dynamic security intelligence.

ThreatCloud
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Configuration analysis

Changes to device configurations

can happen for a number of reasons.

Users might make or accept changes when installing apps, business
organisations might require changes to meet policy requirements, or
cybercriminals might make changes to carry out an attack. Certain
configuration settings, like if an Android device is configured to allow
installation of third-party apps from unknown sources, could expose
significant security vulnerabilities.

Optus MTP monitors all configuration changes on the device. It also
performs analysis for weaknesses in device operating systems, like
vulnerable versions of Open SSL, which can expose devices to Heartbleed.
On iOS, the app checks for CA certificate, proxy, or VPN configurations
that could compromise the security of a device.

Advanced rooting analysis

Gaining root access to a smartphone or tablet (also called “rooting” on
Android and "“jailbreaking” on iOS) is no longer something just gadget
enthusiasts do so they can tinker with a device. Root access enables a wide
range of customisations, and it gives users more access to do with their
devices as they please. It also gives cybercriminals greater access, which
exposes devices and data to risk.

Many root detection methods, such as those used by Mobile Device
Management (MDM) or Enterprise Mobility Management (EMM)
solutions, detect static root indicators like the existence of certain files in
a system directory that enable root access. However, there are some free
tools like Xposed Framework for Android or xCon for iOS that anyone can
use to avoid MDM or EMM root or jailbreak detection.

With root access, cybercriminals can even deny root check requests from
the EMM or MDM entirely, giving them the obfuscation they need to carry
out undetected attacks on mobile devices. Instead of just looking for static
indicators like superuser files, Optus MTP uses advanced techniques to
detect if and how root access is granted on a device, including unexpected
OS behaviour that may indicate rooting or jailbreaks.



What do we allow you to monitor

- Signature and source of apps to determine if an app came from an
app store or if it was it side-loaded

- New or updated apps installed on the device
« Acquisition of the app binary from app stores and marketplaces

« Acquisition of app binary from Android devices when an exact hash
isn't available on Google Play

Dashboard
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+ Wi-Fi connection status

- Operating system integrity, including jailbreak or root checking
- Configuration of the device

« Indication of compromise related to exploits

+ SSL integrity information when connected to Wi-Fi

Malicious SMS phishing message status
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Optus MTP uses a cloud-based Behavioural Risk Engine (BRE) to perform in-depth threat analysis. In addition to the network,
configuration, and root analysis data it collects, Optus MTP sends information about apps on a device to the BRE. It uses this data
to analyse and detect suspicious activity, and produces a risk score based on the type and severity of risk. The risk score is then used
to determine what automatic mitigation action is needed to keep a device and its data protected.

Application-based malware detection

Apps are an easy, effective way for cybercriminals to launch sophisticated,
targeted attacks. That's because most users implicitly trust apps they
install no matter from where they're downloaded. Making matters worse,
most users don't understand or read the permissions they grant during
installation. Malicious apps can enable a host of activities like exfiltration
of sensitive data, or remotely seizing control of sensors like the camera
and microphone to spy on users and their surroundings. The best way

to protect devices and data from these risks is to take a multi-layered
approach to detecting and stopping app-based threats.

Anti-virus(AV) feeds

Much like a person can be identified by his or her unique fingerprint,
malicious code in apps can be uncovered by looking for unique binary
signatures. These scans provide an important first line of defence, but
known malware families can be obfuscated, allowing them to bypass
signature-based solutions. As part of its behavioural analysis, Optus MTP
immediately detects patterns of known attacks, but it also uses a number
advanced detection methods designed to uncover unknown or zero-day
threats AV signature scans alone cannot detect.

Dynamic sandbox emulation

It's difficult to understand how an app behaves in the real world if it sits
idle in a sandbox. In fact, malware often waits for certain conditions or
user inputs to trigger malicious activity. It may even trigger API calls to
detect whether it's running in an emulator.

Optus MTP uncovers obfuscated, polymorphic and zero-day malware

by capturing and installing apps in a dynamic cloud-based sandbox.

The sandbox emulates a range of different devices, operating systems,
networks, user activities and conditions. This exposes vulnerabilities and
exploitations like what apps will do over a period of time and if run under
different circumstances including different geolocations and environmental
conditions. It also simulates user inputs like tapping buttons and settings
inside an app, making it harder for cybercriminals to detect if their malicious
apps are being analysed in a sandbox or used by a real person.

Advanced code flow analysis

An app's code is like a tremendous map of virtually infinite routes. The logic
of one line of code may have dozens or even thousands of touchpoints, all
within the same app. This makes it difficult to understand if any of these
routes are designed to trigger malicious activity.

Optus MTP captures apps and reverse-engineers them automatically. This
creates a blueprint the solution then uses to expose code and deconstruct
flows for semantic analysis that can identify suspicious patterns and
behaviours.

For example, advanced code flow analysis can expose whether hard-coded
phone numbers are being used to contact premium SMS services, or if

the code is using the device microphone to record sound files it sends to
nefarious external servers.
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App reputation and threat intelligence

Some trustworthy apps can exhibit risky behaviour. This causes false-
positive headaches for IT and a poor experience for end users who might
be blocked from using completely safe apps. Facebook®, for example syncs
and uploads contact details, calendar records and even records voice
during status updates.

Although this behaviour is associated with the most aggressive types of
malware, Facebook isn't malicious. Without a way to determine what apps
can and can't be trusted, some app reputation solutions might block users
from downloading and using some apps.

Optus MTP whitelists trustworthy apps automatically by correlating risk
analysis data with aggregated factors like a developer's reputation, the
number of downloads, app source, and the reputation of the server with
which an app communicates. This allows end users to download the apps
they want without security teams having to worry about these apps com-
promising devices or data.

Remediation and mitigation

Based on the BRE's ongoing analysis, each device is assigned a real-time
risk score that correlates with the threat level of that device. The BRE
classifies apps and threats to understand the severity of the risks each
device poses to the organisation. The score for each device is used to
determine and execute the best attack mitigation strategy.

Individualised risk score and threat mitigation

The risk score for a device is adjusted any time there are new findings from
ongoing assessments that represent a change in its risk profile. As a result,
organisations always have an accurate picture of the types of threats
devices on their network are facing, as well as detailed information about
what is being done to mitigate those risks.

On-device mitigation

Optus MTP app on iOS

The BRE's risk scores determine the mitigation and protection capabilities
that will be used, based on pre-defined risk thresholds and policies set

by the organisation. Once a risk threshold has been reached, Optus MTP
automatically mitigates risks using automated responses on supported
devices, in the network, or by triggering dynamic device policy changes on
an organisation’s MDM or EMM solution.

A secure channel can be triggered automatically using a virtual private network (VPN) that protects the
privacy and integrity of communications and minimises the impact of an attack; on-demand, proactive user
notifications that contain remediation steps to remove malware and block data exfiltration.

Network-based mitigation

MDM/EMM actions

Active device protection delivers on-demand blocking of malware to defend against new, emerging and
targeted attacks, spyware, drive-by attacks and MitM attacks.

MDM or EMM solutions manage devices and static policies that don't change with the security posture of a
device. Through integration with these systems, Optus MTP dynamically changes access privileges to reflect
current risk levels, transforming static management policies into active device protection.




Risk categories and potential mitigation options

Informational (Low Risk)
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App and threat classification:

- Application or configurations have suspicious characteristics but
doesn't require immediate action

- Device has vulnerabilities specific to its platform and OS

Warning (Medium Risk)

Remediation and mitigation:

- No response required unless malware or a malicious app tries to
exploit the device's vulnerabilities

« Dashboard alerts
- Compliance verification

« In-depth forensics, if needed

App and threat classification:

- Potentially contains dangerous capabilities that can be exploited
including hacking/rooting tools, unauthorised backup tools, apps
downloaded from unofficial stores or marketplaces

- Device has been jailbroken or rooted

- iOS device contains risky or unauthorised configurations or
network profiles

- Device has open, unpatched vulnerabilities that could be exploited,
putting corporate data at risk

Malicious (High Risk)

Remediation and mitigation:

Dashboard alerts

Admin email/SMS notification

Changes in access privileges (via an MDM or NAC system) to
critical corporate resources (email, internal apps, corporate
network) to improve enforcement

Policy violation alerts

- User notification indicates risky behaviour and actions to take

Optional: Triggers Active Protection, which activates a VPN
channel to protect privacy and integrity of communications

App and threat classification:

- Device infected with malware, exploits, or a malicious app that
has malicious intent. Examples include mRATSs, info stealers, and
premium dialers

- Device demonstrates risky behaviour that requires immediate
mitigation, such as communicating with an unidentifiable server

- Man-in-the-Middle / Network attack
- Critical vulnerabilities like StageFright and BrainTest

Stay on guard with ease

Your information assets are susceptible to attack at any time. Optus
MTP protects your devices from advanced mobile threats, enabling you
to deploy and defend devices with confidence

Trust is a vital component of every organisation’s security regime. You
can depend on Optus Business to provide peace of mind to your team,
your stakeholders and your customers. Optus can also manage this
solution on your behalf so that you can spend more time focusing on
your most important asset — the success of your organisation.

Remediation and mitigation:

- Active protection: Blocking traffic to malicious servers to contain
the attack. User can continue using the device for legitimate use
until remediation is complete

« User notifications: User is informed about the risk and provided
steps to remove malware and eliminate the threat

- MDM mitigation: Blocking a device or corporate access, wiping the
secure container, etc.

Optus Business provides a broad range of telecommunications and
ICT solutions, with security at the core. Our solutions help protect your
organisation in an increasingly mobile and digitised world.

Optus can also provide you with an enhanced security solution across
your enterprise from mobile devices and laptops through to your branch
and data centre firewalls. Contact your Optus Account Manager for
more information about Security Services.
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