Managed UTM

powered by Trustwave®

Optus Managed Unified Threat Management (UTM) powered
by Trustwave® features unique, integrated network security

technologies to provide comprehensive protection for your network
— all consolidated in a single network appliance and delivered as
a managed service.

Comprehensive N
network security Unified threat management,
- delivered as a managed security

service

« Stateful firewall
The first step any organisation must take to

+ Intrusion prevention secure its network architecture is to regulate
the traffic that enters and exits the network

« Web and e-mail anti-virus by implementing a properly configured
firewall. Yet, year after year the absence or

« Web content ﬁltering improper configuration of a firewall is a key
contributor to data security compromises.

« Network access control Organisations continue to be challenged
with the growing complexity of the threat

« Internal vulnera biIity landscape and managing security control

. technologies.
scanning

Optus powered by Trustwave helps alleviate

« Virtual private networking these challenges with the comprehensive
security and management oversight provided

+ Log collection and with our Managed UTM service.

forwarding

We run your security, you run your
+ Wireless hotspot business

Remove the hassles of network security
management, eliminate fragmented network
security controls and help meet compliance
and audit requirements with our Managed
UTM service.

Managed UTM provides a practical, fully
managed solution that extends well beyond
traditional services found in competing
offerings - to provide a combination of essential
services for perimeter network security.
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Comprehensive network security

Managed UTM is an affordable service that
provides comprehensive network security with
a lower total cost of ownership. All hardware
costs, maintenance, technology and software
updates are included in a single, predictable
monthly subscription fee for service and
support. No capital expenditure is required.

Optus Managed UTM powered by Trustwave
delivers advanced security features and
services, including:

Plug-n-Play NAC based on Trustwave's
patented, award-winning NAC technology

« Detect, alert and optionally block
unauthorised network devices — both wired
and wireless — that attempt to connect to
your network segments

« Detect unauthorised network services

« Help meet the Payment Card Industry Data
Security Standard (PCI DSS) Requirement
11.1 — which requires merchants to test for
the presence of wireless access points —
efficiently and effectively

Internal vulnerability scanning (IVS)
technology from Trustwave SpiderLabs global
threat intelligence

+ Scan network assets from behind the
corporate firewall

« Gain 24x7 real-time scan scheduling and
vulnerability reporting through the Trustwave
TrustKeeper portal

+ Helps to eliminate the need for a dedicated
scan appliance in network environments



Managed UTM

powered by Trustwave®

Wireless support on UTM TS-25 managed
SOHO appliance for remote sites and
distributed networks

« Dual-SSID in-box wireless supports
hotspot guest access and private network
requirements

« Optional WPA?2 wireless authentication
support

« Support for industry-standard 80211 A, B,
G and N protocols

Cellular Internet backup on UTM TS-25

managed SOHO appliance for uninterrupted

business operation

« Provides temporary Internet access upon
failure of primary connection

« Transparent failover and failback operation
based on status of primary connection*

Aggregated log collection eliminates the
need for a dedicated collector device

« Consolidate your log collection onto the
UTM appliance

« Aggregated syslog output is
forwarded to Trustwave's Security
Operations Centres (SOCs) for analysis
under the Managed SIEM service

» Enjoy real-time visibility with reports available
24x7 through

« Trustwave's unified TrustKeeper™ portal

Why managed security services
from Optus powered by Trustwave?

+ Provides 24x7x365 coverage from experienced
security experts in the field

«+ Helps to establish your security policies and
protect you from threats you don't even know
about with real-time threat intelligence from
SpiderLabs, Trustwave's premier advanced
security research team

« Enables better security
« Alleviates resource constraints

» Lowers your costs

*May require removal and reinsertion of primary interface network cable.
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