
Managed Anti-Malware Service   
powered by Trustwave®

Address the problem of modern malware with Optus Managed 
Anti-Malware Services powered by Trustwave® Secure Web 
Gateway (SWG).

.

Take malware to zero
Advanced threats call for advanced 
technologies and expert services. Optus 
Managed Anti-Malware Services powered by 
Trustwave can help you protect your network 
from zero-day threats through superior 
technologies, an expanded threat intelligence 
network and expert help to maximise your 
investment.  Our Managed Anti-Malware 
Service delivers:

Patented behaviour-analysis engines 
There are only a finite number of behaviours 
that define malware. The built-in Trustwave 
Malware Entrapment Engine, complemented 
by a series of other engines, conducts real-
time code analysis that is uniquely powerful  
at blocking zero-day malware. 

Beat modern  
malware

Highlights

�• �Block more malware 
with an advanced series 
of behaviour analysis 
engines

• �Minimise the burden of 
monitoring traffic and 
updating policies by 
opting for a managed 
security service

• �Maximise throughput 
with the most efficient 
filtering techniques

A big-data-enabled threat intelligence network 
Trustwave SpiderLabs consists of forensic 
investigators, penetration testers and security 
researchers with access to vast numbers 
of networks, websites, endpoints, email 
attachments and other data streams that are 
analysed to quickly update the latest attack 
methods and behaviours for enhancing the 
Managed Anti-Malware Service.

Specialised managed security services 
Optus and Trustwave’s teams of security 
experts can help augment your staff to ensure 
you get the most from your investment. 
We’ll help you with configuration, tuning 
and updating policies so that you can more 
efficiently maximise protection against zero-
day threats. We analyse anomalies flagged by 
the system to proactively enhance inbound and 
outbound security. 
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A better administrator experience
By opting for a managed service, your 
administrator can offload the complexity 
and resource drain caused by running a do-
it-yourself solution. Experts at Trustwave’s 
globally federated Advanced Security 
Operation Centres will keep your policy up 
to date. The big-data backend compares 
behaviours across all users globally and your 
IT security specialist is notified when high-risk 
behaviour is discovered on your network. We 
analyse the anomalies so you don’t have to. 

A better user experience
Malware infections are costly, impair 
productivity and can damage your brand. 
Users just want to see their web content.  
The Trustwave SWG Malware Entrapment 
Engine exposes and blocks malware behaviour 
before it ever gets to the user, while passing 
clean content through. This delivers a better 
experience for your users, and relieves staff 
burden by reducing support calls internally.

Compromised 
Content

URL Filtering Code Analysis

Identifies and  
blocks new 
and targeted 
malware 
instantly before 
it can execute

Signature 
Based AV

Page Correlation

Detects malware 
hidden in cross-
vector attacks by 
correlating code 
on a Web page

File Content 
Inspection

Detects 
malicious code 
hidden within 
downloadable  
documents

Virtual Patching

Recognises 
attempts to 
exploit known 
vulnerabilities and 
minimises patch 
management

Clean Content

After passing 
all engines, 
clean content 
delivered

Traditional Technologies Trustwave Anti-Malware Engines
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Optus Managed Anti-Malware Service includes a powerful and clean portal to communicate with 
services experts, and explore trends and traffic affecting your users.
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